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Abstract— This is a review paper. This is a review paper. 
Intrusion that causes damage to our information is a serious 
problem. It is detected by intrusion detection system; but alerts 
produced after this detection is huge in number. So, our focus is 
that to reduce the number of alerts and preserves the information 
as it is. Reduction in number of alerts is takes place by grouping 
all similar alerts into one bunch that is cluster. Finally, group of 
clusters together generate a Meta – alert. 

Index Terms—– Intrusion, Intrusion Detection System, Alert, 
Cluster, Meta – alert, Alert aggregation, Generative modeling, 
Data stream Approach. 

I. INTRODUCTION 
Like virus intrusion is a wrongful entry that damages our 

information or data. If the data is sensitive, intrusion can cause 
a big loss. So there arises a need of fixing the intrusion 
ultimately minimize the loss occurred due to intrusion. The 
solution to this problem is intrusion detection system (IDS). 
IDS is a system that prevents data from the malicious action. 
With the help of intrusion detection system we can detect the 
intrusion, grab it and finally fix it. IDS avoid all the damage 
and theft that happen to our data.IDS is somewhat like firewall 
or virtual private network. 

The IDS that presently works finds the intrusion by 
observing all the entries made in the entry list of the server 
called as log. A single entry in the server is reflected in many 
files. After observation in log files, IDS creates a signal 
suggesting that a system has been attacked. This signal is 
called as alert. It usually contains information of source, 
receiver and the type of attack. Most of the IDS consider attack 
type but not an attack instance. Due to the phenomena of 
replication a single alert or even a false alert may spread into 
thousands of alerts and for human level security it is quite 
tedious to inspect these huge numbers of alerts. 

Ideally, IDS should be situation – aware “[1]”. Means it 
should be updated for a single second of its environment for 
detecting attacks as well as attacker. This paper focuses on 
alert aggregation. We know that with the help of detection 
systems like firewall or other authentication mechanism we 
can identify the damage happen to our information by 

generating alerts. So, the system proposed in this paper collect 
all those alerts belonging to same attack instance and 
combined them together in a single bunch. This bunch of 
similar types of alerts is called as a cluster. The group of these 
clusters in turn form a Meta – cluster. Through our approach 
we don’t want to miss alerts but in spite of that we will accept 
false Meta alerts up to limited extend. So we can reduce 
number of alerts without losing the important information. 
This may cause a problem. 

The above problem of accepting false Meta – alert is a 
traditional problem and presently available systems give 
solution on this is that – sorting of alerts. This sorting is based 
on the source, destination and attack type; but this solution 
may get fail due to classification errors occur in IDS, doubt 
about the source IP due to IP spoofing and wrong adjustment 
of timing windows. 

Traditional IDS is facing all these problems. To overcome 
the above all problems our IDS is providing following 
properties: 

 Generative Modeling Approach 
In this approach “[2]”, we will randomly generate 
observable data. Here we apply time functions 
with probability rule called as random process. 
Here we will use maximum likelihood parameter 
estimation technique through which we will find 
out similarities i.e. likelihood between different 
alerts. 

 Data Stream Approach 
In this approach “[3]”, we will consider all the 
alerts in a sequence for a given or decided time 
duration. 

II. RELATED WORK 
All the working or present IDSs have the major 

disadvantage i.e. they produce huge number of alerts that it 
cannot be handled by human security experts. 
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Current research focuses on alert correlation “[4]”, in 
which a large class of alerts is created based on the relationship 
of alerts. 

One system “[4]” uses attack thread reconstruction 
technique for correlation process, in which they have not used 
any clustering algorithm, but sorts the alerts within a temporal 
window which is of fixed length and is based on type of 
source, destination and attack type. Other system “[5]” focuses 
on eliminating duplicates based on the combination of four 
things – source address, destination address, source port and 
destination port. Moreover, it forms the clusters to collect the 
alerts. Another system “[6]” supports alert clustering that 
collects all the alerts belonging to the same attack instance. But 
it does not use clustering algorithm. Instead of using any 
clustering algorithm it stores the alerts in a relational database 
and similarity relation using the expert’s rule is used to fuse 
similar types of alerts. Here the rule followed is – the alerts 
occurring in fixed time window and belonging to same source 
and destination are considered to be similar. This approach 
uses timing windows for setting specific time duration. But the 
approach may fail due to erroneous classifiers. The main task 
of classifier is to identify and classify similar types of source 
and destination. Second possibility of failure of this approach 
is wrong adjustment of timing windows. 

Another approach of alert correlation is – A weight, 
attribute wise similarity operator “[7]” which decides whether 
the two alerts are similar or not and further it decides if the two 
alerts are similar then whether to fuse those alerts or not. But 
again this system has a disadvantage that it needs large number 
of parameters for setting and selection criterion “[8]” and 
“[9]”. Some approaches as in “[10]” demand that above 
required parameters should be set by user. But problem 
occurred with this approach is that user may fail to set the 
parameters due to difficulties in finding good values of the 
attributes and secondly it may happen due to no knowledge of 
how to find the values and select the best of them. Here, user 
may face a failure due to lack of guidance or training. 

In “[11]”, three approaches are given. Out of which the 
very first approach collects or combines the alerts by 
considering just only single thing and that is nothing but the 
source IP address from where alerts have been originated. The 
other approaches are based on the supervised learning 
techniques. In supervised learning technique a function is 
referred from the training data which is already available. So 
by using this technique, the alerts are being referred from the 
available sample data. Along with this another techniques like 
least square error approach, multilayer perceptrons, radial basis 
function networks and decision trees are used to decide 
whether two alerts are matching with each other or not and 
whether to merge them with already existing meta – alert. 

Least square method is used just to minimize the number of 
alerts. it divides the clusters of different shapes into a proper 
square shape and decides the particular area and considers only 
those alerts which falls under that area. Multilayer perceptrons 
method is used for the correct mapping of the incoming or 
ongoing alert to its corresponding cluster which is already 
created. Radial basis function calculates the distances of 
different incoming alerts from the centroid of the cluster. So 
we can recognize the true positive, false positive, true negative 
and false negative alerts. To calculate the distances we first 
create a random cluster. As the new alert emerges, we compare 
that alert with the centroid of the cluster in terms of distance 
they share. Lesser distance of the alert from the centroid 
denotes that they are matching with each other and has the 
maximum similarity and vice versa. With the help of decision 
trees, we can lay out the hierarchy of the alerts which in turn 
help us to assign the child alert to its appropriate parent cluster. 

In “[12]”, offline clustering is done with the help of the 
CURE algorithm. Basically, CURE algorithm represents the 
hierarchy of alerts and their clusters. It selects randomly 
distributed alerts and shrinks those alerts towards the origin or 
centroid of the cluster by some fraction value in each of its 
iteration. The cluster having the closest distance with alert is 
considered as a part of that cluster. In each iteration this 
procedure repeats to find out new alerts. But, problem with this 
algorithm is that it is limited only for numerical attributes. The 
major problem of this algorithm is that the number of clusters 
must be set on manual basis, assuming that the security expert 
has all the information about number of ongoing attack 
instances. In “[8]”, the alerts are grouped by using link – based 
clustering approach. In this approach the reasons due to which 
alerts are existed are find out. This help in reducing the 
number of alerts, if the reason is same. The basic reason 
behind the alert is attack instance, but “[8]” only considers 
those reasons or causes those are persistent. It means this 
approach focuses on durability of the alerts. It does not 
consider attack instances those occur only within a limits time 
window. It only considers those causes which are responsible 
for most of the alerts. It uses the technique of the attribute 
oriented induction algorithm to find the large clusters and 
hence to minimize the alert load. This algorithm finds out the 
pattern of the alert and presents only those summarized pattern 
which will give the description of the original all available 
alerts. The main distinguishing feature between this approach 
and our approach is that – this algorithm can only work offline 
and observes the historical alert log. Whereas, we are going to 
design an online approach which will handle the current attack 
situation. The approaches presented in “[9]” try to reduce only 
false positive alerts. It means that it handles only those alerts 
which signal IDS even though no attack has been taken place. 
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In this algorithm one cluster structure is created for eliminating 
number of alerts. Here, the incoming alert is compared with 
the alert present in our cluster. If it matches, then it is 
neglected; but if the alert does not match with our known alert 
available in cluster, then it is reported. 

The approach in “[13]” is very different than above all 
approaches. Here, alerts are distinguished by reconstruction 
error of an autoassociator neural network (AA – NN). It maps 
the network input with its corresponding output with the 
technique like backpropogation. This technique maps the alert 
with its reconstruction error. All such alerts generating the 
same reconstruction error are fused together to form the same 
cluster. This approach is implemented as an online approach, 
but its prerequisite is offline training data and training phase 
for training AANN and to adjust the intervals of the 
reconstruction error which further decides whether to group 
the alerts into one cluster or not. All this should be done on the 
manual basis. But this system has a failure because due to 
dimensionality reduction by AANN, many alerts can generate 
the same reconstruction error, even though they belong to 
different type. Due to this drawback, this algorithm may form 
wrong clusters 

 
One approach “[14]” uses C-means clustering algorithm. 

This algorithm allows the alerts to be the part of two or more 
clusters to overcome the disadvantage of AANN; but again the 
disadvantage is that it works only offline. 

III. A NOVEL ONLINE ALERT AGGREGATION 
TECHNIQUE 

This section elaborates our approach for alert aggregation. 
This approach based on the probabilistic model of the attack 
instance. It randomly generates all the alerts and with the help 
of some parameters it applies joint probability distribution on 
the collected or generated alerts. For this we model one 
intrusion framework. After that, we focus on the alert 
generation following the observation of alert format. Here we 
are going to design new online alert aggregation clustering 
algorithm which is based on parameter estimation technique. 
In our approach we use the clustering technique for parameter 
estimation. This is an offline algorithm. We will extend this 
algorithm to online method for alert aggregation, by using data 
stream clustering technique. With the data stream approach, 
we will generate all the alerts in a sequence and examine it 
only for little time duration. Lastly, we will form Meta – alerts. 

A. Collaborating Intrusion Detection Agent 
In our approach, we are forming a layered structured 

approach of ID agents. These multiple ID agents are connected 
through large network and form the Distributed IDs (DIDs).  

 
 

Fig 1 – Architecture of an Intrusion Detection Agent 
Figure 1 “[20]” shows the layered approach of ID agent. It 

has four layers namely Sensor Layer, Detection Layer, Alert 
Processing Layer, Reaction Layer. The sensor layer is 
connected to host and network having the ID agent. It accepts 
information from both network and host, filters the data and 
retrieves only valuable part of the information and constructs a 
software message forming an event. Second layer is detection 
layer. Here various detectors are working. These detectors 
work as a classifiers. The different types of detectors are 
machine learning techniques like Support Vector Machine 
(SVM) or rule based system like Snort. The machine learning 
techniques can distinguish between both spam and non – spam 
messages. The SVM observes the data and identify the pattern 
of the message. After analysis it decides whether the attack 
like misuse detection or anomaly detection has been taken 
place or not. In misuse detection data is compared with the 
already stored database and anomaly detection analyses the 
whole network. If the attack has been really took place, then it 
will create one message called event and inform to alert 
processing layer with the help of an event.  The alert 
processing layer is responsible for finding out the alerts 
belonging to the attack instance and combine the alerts if they 
are similar, forming the Meta – alerts. Meta – alerts then used 
for alert correlation. Reaction layer reports about the attack 
instance to security experts. 

Each layer in our framework accepts data from the lower 
level examines it and filters it or extracts the information of its 
interest. Hence, the final collected information is compact and 
reliable. Finally our aim is to minimize the number of alert. 
Also, we don’t want to miss the Meta – alerts but for this we 
need to accept some false Meta – alerts. 
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 B. Alert Generation and Format 
    In this section we focus on the alerts, information 

contained in alerts, their aggregation and finally the format. 
The sensor layer finds out some attribute of the incoming 

data and passed those to detection and alert – processing layer. 
These attributes are accepted as an input by both the layers. 
Detection layer with the help of machine learning supervised 
technique compares the input attribute with an attack instance 
which is completely independent for classification. If the 
attribute matches with the task, and if it is dependent it will 
pass to the Alert – processing layer for distinguishing different 
attack instances. But the classification between dependent and 
independent attribute is not perfect. E.g. of the dependent 
attribute is IP address of the source which prove the attacker. 
E.g. of independent task is destination port is 80, in web – 
based attacks. Like sensor layer, detection layer also adds its 
own attributes like attack type. 

If we consider alert as “a” and number of attributes as D, 
then some of the attributes are categorical. Categorical 
attributes has specific values belonging to specific category. 
And some of the attributes are continuous attributes. 
Continuous attribute has continuous growth. Formula for this 
is – out of D attributes if Dm attributes are considered as a 
categorical attributes, where Dm < D then rest of D - Dm 

attributes are continuous attributes “[20]”. It gives –  

 

Some more examples of categorical attributes are – Port 
number, TCP status. Categorical attribute is represented by 
vector. And that of continuous attributes are – Duration, 
Amount of transmitted data. 

On categorical attributes we use 1 of Kd scheme “[20]” 
such  
 that 

 
And “[20]” 

 
Where Kd = Total number of different categories of attributes. 
Here value of ad = 1 if it belongs to category j 
Otherwise       ad = 0 
Continuous attributes does not have a specific coding scheme. 
They are denoted by scalar value “[20]” 

 
We try to keep the minimum number of categories. We will 

not consider different categories for all the 65,535 TCP ports. 
But, by IANA (International Assigned Number Authority), we 

will divide these ports into three major categories – well 

known ports (0 – 1,023), registered ports (1,024 – 49,151) and 

Fig 2 “[20]”  – Example illustrating the alert aggregation task       
       and possible problems (artificial attack situation.) 

dynamic or private ports (49,152 – 65,535). These are referred 
as equivalence classes.  

C. Offline Alert Aggregation 
This section generates the offline algorithm for alert 

aggregation. 
In the above situation three problems can be occurred- 

1. No recognition of false alerts and wrong assignment 
to the clusters- 

In our approach, this is tolerable situation 
because number of false alerts is comparably low. 

2. Alerts are true but wrong assignments to cluster- 
This is not seriously problematic because alerts 

are true and most of them are truly assigned. So, we 
can’t miss attack instance. 

3. Wrong spitting of cluster – 
It is not the good situation; but not problematic 

too; as no attack instance is missed. Only due to this 
problem we get redundant Meta – alert. 

4. Wrong combination of clusters – 
It is not desired because it is seriously 

problematic. Also attack instance get missed. 
In our research we will avoid fourth situation. 
 The alert is made up of several attributes that are 
assumed to be multinomially distributed “[20]”. 

 
By equation (2) we use,”[20]” 

 
with a parameter vector “[20]” 

 
And “[20]” 

 

We will apply Gaussian distribution “[20]” on continuous 
attributes for 

 
we use, “[20]” 
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having the mean 

 
and standard deviation  

 

If we assume that the attributes are not dependent on each 
other “[20]”, the hybrid distribution for attack instance gets 

 
having the parameter vectors “[20]”  

 
The joint distribution is achieved by taking product of the 
univariate distribution. The distribution includes  

 
attack instances “[20]”. Where J is the hybrid distribution. The 
distribution is assumed to be the mixture of hybrid distribution, 
which is then called as components of this mixture 
distribution. 

 
 

Where, j is a mixing coefficient “[20]”. 
We need to estimate all the parameters of the mixture 

distribution by taking samples to reconstruct an attack 
situation. For this, we will adapt maximum likelihood 
estimation technique “[2]”. 

Consider that, we need to reconstruct the situation “[20]”. 
We are having N alerts such that, 

 
If the samples are independent and distributed uniformly 

then the likelihood functions will be “[20]” –  

 
Here for interaction we should apply the expectation 

maximization technique. (Refer algorithm 1). It finds all the 
likelihood parameters with the help of two steps – Expectation 
(E) and Maximization (M). in expectation step, we will assign 
alerts to the components and will partition all alerts A with 
clusters J and in maximization step, we need to optimize all the 
parameters of the mixture model. 
 

Algorithm 1 – Expectation Maximization algorithm for off 
– line alert aggregation “[20]”. 

 

 

 
Remarks on this algorithm are –  
 Model Parameter Initialization –  

Here, we will initialize the parameters instead of the 
random values. The purpose behind doing so is just to find 
the good values. Here we will use radial basis function 
“[15]” through which we can obtain the distance between 
the origin and our initial value. The distance is then used 
for further comparing incoming alert with the known alert 
in attribute space. 

 Assignment of alert to the component is hard 
In the Expectation step of the Expectation 

Maximization technique, we assign the alert to its 
components. But, practically this phenomenon reduces run 
time and produces bad solutions. This is not a good thing, 
even though in our approach we will accept it, because, in 
our approach we need not to optimize the parameters, but 
we want to obtain the optimized Meta – alerts. 

 Criterion to stop Algorithm – 
In EM algorithm, each step improves the set of 

parameters and hard assignments of alerts are made; but 
still some assignments exist. So, to make this operation 
easy, we will iterate this algorithm for fixed number. 

 Mixing coefficients are fixed – 
In our approach, we are forming clusters to store 

various alerts belonging to same attack instance. But it may 
happen that the distribution of alerts in clusters is not 
uniform because of the attack type. For e.g. – Neptune 
attack results into 2, 00,000 alerts where as PHF results 
into only 5 alerts “[16]”. So we need to fix all the mixing 
coefficients. Here, 
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So, EM will consider only heavy components rather than light 
ones. 

According to our approach we need to make different 
clusters where each cluster is reserved for each attack instance. 
So, the problem is that we need to estimate the number of 
clusters. Solution to this problem is cluster validation 
measures. Through cluster validation we can validate the 
cluster and access its quality. The clusters with optimized 
results are selected. The measures like Dunn Index “[17]”, 
Davies Bouldin Index “[18]”, and CDBW Index “[19]” can be 
used. These indices observe all the clusters and select only 
those which are compact and distinguishable. These measures 
are suitable for many offline algorithms; but in data streaming 
algorithm its use is restricted due to its huge time complexity. 
E.g. O (N2) for Dunn Index. Our requirement is that to use 
such a measure whose updating is in incremental fashion after 
the arrival of the alert. So, the density – based approach is 
suitable to handle the feature of separation and compactness.  

The output of EM algorithm is value of parameter obtained 
is optimized and alerts are assigned to the components. Hence, 
we can obtain the clear classification or partition of alerts. 

Compactness of a cluster with associated component j is 
defined as “[20]” – 

 
and compactness of overall function is “[20]” – 

 
If the likelihood is minimum then it affects compactness. 
Seperability of cluster with respect to component i and j is 
defined by “[20]” – 

 
We use the alerts with highest likelihood and seperability of 
complete partition is “[20]” –  

 
Overall cluster validation measure Ω for clustering result is 

“[20]” -  

 
We have to obtain the value of J such that it maximizes the 

measure. 

D. Data Stream Alert Aggregation 
In this section we extend our offline approach to online 

approach in order to handle the dynamic attack. 

Here we are having an ID agent to handle attack instance. 
Suppose that, an attacker attacks and the alerts produced, then 
in that case ID agent needs to perform following operations –  
1.  Adaption of Components – 

In this task, alerts get identified and are assigned to 
the already created cluster. 

2. Creation of Components – 
If the attack instance is new that is already not 

registered, then the new component and cluster created 
and parameters are assigned. 

3. Deletion of Components – 
If the attack instance is completed and the detection 

and assignment is done properly, then such components 
are deleted. In this way, the ID agent keeps the 
environment updated. 

Task 1 and task 2 are more important than task 3. 
The probabilistic model with J components with 

parameters µj, σ2
j, and Pj for j € {1,….,J}and mixing 

coefficient 1/J and partition of the overall set of alerts into a set 
of clusters C = {C1,…..,CJ}. Unlike offline algorithm, in online 
algorithm we will assign the given time t in system to alert 
called as a timestamp (TS). If alert is represented by a, 
timestamp of alert a is represented as a TS (a). 
Algorithm 2 elaborates online approach. In this algorithm 
attack instance is generated, firstly we need to detect that 
attack instance, then created an alert and finally assign it to 
component. Before assignment to the component, we should 
determine whether the component for that attack type is 
created or not. If created then direct assignment is done. If not 
created then we need to create a separate component followed 
by assignment of alert to component. In this case we initialize 
components with all parameters with all information of alert; 
we will assign some values in alert.  

Algorithm – 2 “[20]” Online Alert Aggregations (Data 
Stream Modeling). 
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Before final assignment of an alert to its component we 
store that alert in buffer at temporary basis, until all the 
observations related to parameters took place. 

For emptying the buffer, we will assign all the alerts   to 
already created components or new components. The need of 
emptying buffer arises when number of alerts gets huge in size 
i.e. temporal spread, or when new attack instance takes place 
i.e. homogeneity. 
 Temporal Spread – 

We know that for each attack instance, we generate an 
alert. One attack instance may contain large number of 
alerts. So the number of alerts may increase in a given time 
period over the buffer space. Temporal spread can be 
calculated by calculating difference between timestamp of 
oldest alert and the recent alert. Temporal spread is 
inversely proportional to response time. So, if you want to 
get response in less time you should keep maximum space 
in buffer. 

 Homogeneity – 
Through the feature of homogeneity, we can keep only 

those alerts in a buffer which has maximum likelihood. It is 
called as novelty handling. Novelty handling “[20]” is in 
short nothing but to discard dissimilar alert. 

 
For novelty handling, we will use algorithm 3 “[20]”. 

Algorithm 3 – Component Creation in Case of Detected 
Novelty. 
 

 

For handling obsoleteness of a given model C and 
component Cj, “[20]” we use – 

 
Where, σ is the convex combination of the multiple of the 
mean interarrival time between the alerts in the cluster.  

E. Meta – Alert Generation and Format 
Role of Meta – alert is to provide the brief information 

related to component. If we update the contents of the 
component, immediately all the changes get reflected into 
Meta – alert for e.g. Number of alerts in a component. Further 
Meta – alerts related tasks are – 

 Meta – alert sequences can be observed. 
 Use of Meta – alert for finding distributed attack. 
 Attack related report generation by using the 
information of Meta – alert. 

In the whole flow of our approach, Meta – alerts could be 
imported at any stage. Advantage of this incorporation of Meta 
– alert is that by using the information contained in Meta – 
alert, we can generate the detailed reports explaining the 
ongoing attack instance, at any point. Here, the most important 
factor is that, we may generate the whole report at the end 
point to report to the security experts or we may produce the 
report at regular time  intervals, means we can produce the 
report showing the ID environment progressively. Additional 
advantage is, if we are working in distributed environment 
having DIDs with us and if we want to handle an attack 
instance individually, we need to create Meta – alert for every 
ID agent, which leads to cost overhead. So solution to this is, 
we can exchange or share a Meta – alert created in one ID 
agent with other ID agent. 

The Meta – alert contains all the information from the very 
beginning of attack scenario to the completion of complete 
task. It contains all the information related to source (i.e. 
Source IP address, Source Port number), Destination (i.e. 
Destination IP address, Destination Port number), attack 
instance, attack type, attack classification methods, contents of 
alert – processing layer, number of alerts generated, number of 
components created, number of alerts assigned to different 
components, cluster validation measures and so on, in short the 
complete information that can handle a single attack instance. 
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