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Abstract— we offer a protocol for secure mining of 

association rules in horizontally distributed databases. Problem 

with the databases distributed among various sites is of privacy. 

In this kind of scenario players may wish to preserve their data 

and/or metadata about their information. Our protocol is based 

on the Fast Distributed Mining (FDM) algorithm which is 

devised by Cheung [5].FDM is distributed version of the Apriori 

algorithm and unsecured too. Most importantly our protocol 

provides two fresh secure algorithms (sub protocols) — the union 

of private subsets that each of the participating players hold is 

carried out by one of the algorithm, and other one checks for the 

inclusion of an element held by one of the player in a subset 

which is held by another. 

Our protocol provides optimized privacy with respect to 

the protocol in [7]. In addition, relatively it is more efficient in 

terms of computational cost, communication rounds and also in 

communication cost. 
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I. INTRODUCTION 

We here try to eradicate the drawback in secure mining of   

association rules in horizontally partitioned databases. Briefly, 

horizontally partitioned databases are databases which belong 

to the same schema, but are stored on various sites or depict 

the information about different entities. Our prime focus will 

be on finding every association rule with minimum support s 

and minimum confidence c, for some finite support size s and 

some finite confidence level c, that reside in that particular 

database, without risking privacy of database held at various 

sites. The information that we are trying to secure is not just 

the local transactions in underlying databases of horizontally 

partitioned database as well as global information like what 

type of different association rules are in use locally in every 

individual database.  

Our goal defines the problem of multi-player (site) 

computation. Such as, there are N sites those have private 

inputs like x1,…,xN and all of them confidentially want to 

compute y = f(x1,…,xN) to obtain the required output y. So this 

kind of protocol is considered extremely secure if no other site 

can learn from its view of the protocol more than it would 

have learnt in the idealized solution where the evaluation is 

carried by trusted third party. Yao [1] was the first amongst all 

to provide a generic solution for such problem in case of two 

players. 

In our problem, various sites provide partial 

databases in the form of input, and they get resulting output as 

list of all association rules that hold in the underlying 

databases at various sites with support and confidence at least 

greater than or equal to given thresholds s and c respectively. 

The function f stated in the generic solutions of the given 

problem can be described not more than a Boolean circuit, 

these solutions can be implemented for small number of inputs 

and functions which are described  by using small circuits. For 

the extremely complicated system, such as ours, special 

methods of solution are required to carry out such functional 

computation. While implementing protocols which are 

practical in nature, considering loosely the notion of perfect 

security cannot be ignored , provided that the private 

information should be handled with extreme 

precautions.(Examples of protocols of such type can be seen 

in [7] [10] [11] [6] [8]). 

 

 Kantarcioglu and C. Clifton analyzed the problem in 

[7] and proposed the solution in the form of protocol.  The 

main part of the protocol devised by Kantarcioglu and Clifton 

securely merges private subsets that different participating 

players hold. Here, by private subset we mean itemsets that 

are s-frequent in player’s partial database. Very same part of 

the solution is expensive also and its implementation depends 

upon cryptographic primitives such as cryptographic 

primitives such as hash functions, commutative encryption as 

well as oblivious transfer. Players as desired can extract 

informatio n on other sites (databases) from their view of 

protocol, in addition to final output and their own result, and 

that’s why this part of protocol is so much costly. Due to such 

type of leakage in the information makes it vulnerable but in 

contrast the amount of information which is being exposed is 

too small in [7] so we can say that, though it is vulnerable but 

not so harmful and sates need from a practical point of view.  

       Herein we devise yet another solution for the secure 

computation of the union of private subsets. Mentioned 

protocol is improvised version of [7] in accordance with 

efficiency, privacy and it is simple also. 

 

Our protocol is purely independent of oblivious 

transfer and commutative encryption which makes it simple 

and moreover contributes to the relatively decreased cost of 

computation and communication. In our solution excess 

information is exposed only to less number of players (3) 

unlike solution in [7] that discloses information to single 

players also. 

  One step further we can say that the protocol devised 

in this paper leaks information that is of negligible importance 

if compared to other proposed solutions currently available. 

Our proposed solution evaluates to parameterized group of 
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functions, which can be stated as threshold functions. In such 

functions two cases are nothing but computing union and 

intersection of private subsets. These are general purpose 

protocols so can be used in other perspective also. Set 

inclusion problem is another problem in multi-player 

computation that we intend to solve as part of discussion. 

More precisely problem where Krishna holds private 

information (private subset ) of some ground set, and Radha 

holds an element in the ground set, and they both want to 

discover if Radha’s element is in Krishna’s subset, without 

even allowing each other to know information about other 

players input beyond provided inclusion. 

 

As stated earlier in our protocol we are using Fast 

Distributed Mining (FDM) algorithm of Cheung et al. [5], 

which in simply unsecured distributed version of Apriori 

algorithm. Its main idea is that any itemset which frequent s 

times must be frequent locally at least s times. So each player 

reveals its local s-frequent itemset in order to know global s-

frequent itemsets and after that all of them are checked to 

make sure if they are s-frequent globally. 

Steps in FDM algorithm:-  

 FDM algorithm start with the assumption that all the 

participating players have collectively calculated set of all k-

itemset  (itemset of size k) which are s-frequent. 

Calculating  will be the next step. 

 Every player  calculates set of itemsets that are s-frequent 

locally as well as globally. Resulting itemset would be 

named as . Later on Apriori algorithm is 

applied in order to form  of itemsets from candidate. 

 Player   computes for each  and 

only locally s-frequent itemsets are kept. This group of 

itemset can be represented by  

 After broadcasting  each player 

calculates . 

 All players compute supports of all itemsets of  that are 

local. 

 Now every participating player can derive global support for 

every itemset in  after broadcasting local supports. 

Finally we get  which is subset of   containing s-

frequent itemsets globally. 

 

 

II. LITERATURE SURVEY 

 

Kantarcioglu and Clifton [7] proposed a protocol 

which is protocol1 that computes unique list of all the local 

frequent itemsets . This protocol does not expose content and 

size of the subsets  Protocol works on the assumption 

that every participating player knows upfront  which is 

list of all itemsets that are s-frequent globally and each player 

tend to compute . Protocol of Kantarcioglu and Clifton can 

be referred as UNIFI-KC (Unifying list of all frequent 

Itemsets (local) - Kantarcioglu and Clifton). 

Initially all player include some fake itemsets to their 

subsets so that no other player will know the actual size of 

their subset. Then, collectively all of them encrypt private 

subset by applying commutative encryption. Commutative 

encryption means adding encryption at each level by using 

private secret key. Commutative encryption ensures that all 

the itemsets in each of the subset are encrypted in same 

manner. Then players compute union of subsets which are 

encrypted. At last, decryption is carried out on union set and 

fake itemsets are removed. 

 

Detailed description 
Phase A:- 

In this phase, all players agree upon central encryption 

technique and its corresponding private secret key. Moreover 

they collectively select a hash function for hashing the 

itemsets. Hash function must ensure that there is no collision 

on (-set of all k-itemset generated from Apriori 

algorithm). If some event of probability occurs, another hash 

function must be selected. Finally a lookup table will be built 

with hash values of all itemsets. 

Phase B:- 

In this phase, selected hash function is applied on each of the 

itemset in  and then encryption is carried out by each 

player using private key. Then, fake itemsets will be added to 

the resulting output from encryption stage in order to protect 

the size of the s-frequent itemsets. 

Now a loop is started for M-1 cycles, in it every nth player 

sends permutation of  to the next player (n+1). Every nth 

player will receive permuted  from previous player 

which is (n-1). A new  will be computed by each player 

using private key . 

Phase C:- 

All odd numbered players will send their encrypted itemsets 

to . All the even numbered players will send their encrypted 

itemsets to . Player makes union of all the itemsets sent 

to it and eliminates all duplicates that were added previously 

after encryption. Later on  will receive list of itemsets from 

 and eliminates duplicate itemsets after unifying it with the 

list at hand. Final list can be called as . 

Phase D:- 

In it decryption is carried out. Each and every player 

decrypts the received itemset from  by using its 

private secret key  and resulting itemset will be added to 

.Now lookup table is used to determine original itemsets 

and for eliminating duplicate itemsets.  Player  will send 

 to all the participating players. 

 

Protocol 1: A secure multiparty protocol for 

computing the OR of private binary vectors 
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Secure computation of unified private subsets of 

some known ground set is done in UNIFI-KC. This kind of 

problem is known as computing OR of private subsets. 

Assumptions are as follows: 

Ω is the ground set that contains  

B is subset of Ω and is denoted as binary 

vector , where if  then only 

  is binary vector that differentiate private subsets 

possessed by . Now the unified private subset is denoted by 

OR of private binary vectors. 

There are numerous generic solutions suggested in [3], [9], [2] 

for such function evaluation. Hereby we suggest a protocol 

which is easy and efficient than those generic solutions. Our 

protocol computes a range of functions, which we call 

Protocol-T. 

 

Problem Definition: 

Let  be M bits and  be an integer. So 

 
is the T-function.  

The OR function is 1- threshold function as 

 

also AND function is M-threshold functions as follows 

 

Secure computation of threshold function using Protocol-T  

 

Input: Binary vector  (where m ranges from  

1 to M) 

Output:  

 

Step 1: Every player ( ) will select M vectors randomly in 

 that will be added up to . 

Step 2: Each player broadcasts its share of binary vector to all 

other players. 

Step 3: Every player other than transmitting player will now 

add shares he has and achieves in vector a which is sum of 

 where . 

Step 4: All the players other than   compute  such that, 

 . 

Step 5: After successful addition to  all the players will send 

their set  to player . 

Step 6: Finally s will be computed by  according to 

following formula: 

  

Step 7: while  

  

Step 8: Final output will be  

 

Protocol 2: Set Enclosure computation 
 

 Input: Set enclosure algorithm demands third player, so in 

this algorithm we have three players. First player holds 

vector  having elements in a ground set 

Ω.On the other hand player has a vector 

.  

Output: This algorithm generates:  

Player  acts as third party in this algorithm. 

 

Step 1: Process starts with players and agreeing upon a 

common keyed hash function along with corresponding 

private key K. (e.g. HMAC [4]). 

Step 2: Both  and  compute sequence of signatures 

by converting elements from vector at 

hand.  

Step 3: Now and send respectively subsets  and  to 

. Where elements in these subsets are computed  randomly. 

Step 4: Eventually player checks signature values for 

enclosure verification. 

 Now  and 

 

 

Protocol-UNIFII (Unification of Itemsets)An Enhanced 

protocol for the  secure calculation of frequent itemsets (local) 

As stated earlier , is set all globally frequent 

itemsets.  is resultant set of k-itemsets 

generated by Apriori algorithm when applied on  

All the participating may compute  and arrange 

them in order.Since all the itemsets are nothing but binary 

vectors (i.e. sets in the form of 0’s and 1’s) they can be 

ordered in the form of dictionaries (lexicographically). 

 for , is denoted as subsets of . 

Then these subsets can be expressed in terms binary vectors 

and their size can be given by . 

Protocol 3: Union of all the binary vectors is given by 

. 

Hence players may use this protocol to compute 

unification of itemsets.  
 

Input: All the players will have the subset . 
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Output: Unified itemsets  

STEP 1: After approving the ordering of , every 

player  encodes subset at hand  as binary vector  

(size of binary vector will be same as  ). 

 STEP 2: Protocol-T will be invoked by each player for 

computation of  

 
STEP 3: Finally we have b which contains all the itemsets. 

 

 

III. IMPLEMENTATION DETAILS 

 

Mathematical Model 
           Dataset: Dataset (Horizontally Distributed Databases) 

: Dataset, AR: Association rules, LFI: Local frequent 

itemsets , GFI  global frequent itemsets,  

Let,   

Let, D     consist of number of 

partially database. 

Let,     consists of total 

number of records. 

Let,      

consist of total number of local frequent itemsets. 

Let, GFI    gfi consist of 

global frequent itemsets. 

Let, SC {sc1, sc2…………scn} where sc consist of support & 

confidence values of association rules. 

 

Function  returns the locally frequent itemsets at each site 

on records.  

  for dataset 

e.g  

 

Function  returns the securely calculate globally frequent 

itemsets over all sites from local frequent itemsets. 

  For dataset 

e.g.  

 

Function  returns the support & confidence of globally 

frequent itemsets. 

  For globally frequent itemsets 

e.g. є SC 

 

Function  returns Association rules.  

f4(SC) AR for itemsets 

e.g f4(SC){ar1,……arn} є AR 

 

            Functional Dependency of the above functions 

 

 

 

 

 

 

 

 

 

                   Fig. Functional Dependency 

 

 

 
 

Fig:-System Architecture 

 

1. Assume data is horizontally partitioned over Different 

sites i.e databases that share the same schema but hold 

different information on objects. 

2. Each site has complete information on a set of objects 

3. Same attributes at each site but information is different. 

4. Each site find its locally frequent itemsets by using local 

date mining approach to generate these locally frequent 

itemsets COFI algorithm we will used. This is more 

efficient than Apriori algorithm to generate frequent 

itemsets.  

5. After that Find the union of the locally large candidate 

item sets securely.  

6. Compute the globally supported large item sets securely 

by calling COFI algorithm.  

7. At the end check the confidence of the potential rules 

securely. The goal is to find association rules with 

support at least s and confidence at least c, for given 

minimal support size s and confidence level c, that hold 

in the database, while minimizing the information 

  
F2 F3 F4 

F1 
1 1 0 0 

F2 
0 1 1 0 

F3 
0 0 1 0 

F4 
0 0 1 1 
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disclosed about the private databases held by those 

players.  

8. The information that we would like to protect in this 

paper is not only related to individual transactions in the 

different sites, but also more distributed global 

information such as what association rules are supported 

locally in each of those sites. Than Find the union of the 

locally large candidate item sets securely.  After the local 

pruning, compute the globally supported large item sets 

securely. At the end check the confidence of the potential 

rules securely.  

 

IV. RESULTS 
 

Dataset 
We will describe the synthetic database generation 

that we will used for our experimentation. we explain how the 

database was split horizontally into partial databases.  

The databases that we will be going used for our experimental 

evaluation are synthetic databases that were generated using 

the same parameters that were introduced in [12] and then 

used also in Subsequent studies such as [6], [7]. Following list 

gives the parameters that were used in generating the synthetic 

database.  

 

1. Number of transactions in the whole database 

2. Number of items 

3. Transaction average size 

4. Average size of maximal potentially large itemsets 

5. Number of maximal potentially large itemsets 

6. Clustering size 

7. Pool size 

8. Correlation level 

9. Multiplying factor 

 

V. CONCLUSION 
 As compared with other top list protocols we have 

proposed a protocol for databases which are horizontally 

distributed. Our protocol performs mining of association rules 

in strongly protective manner along with improvised 

efficiency and privacy over the protocol proposed in [7]. Main 

part of our protocol is that it is uniquely secure for multiple 

players. This protocol can be used to find out all similar (or 

dissimilar) private subsets that each of the participating party 

holds. Also it identifies whether a particular element that 

belongs to one player is included in a subset that is held by 

another player.  Other protocols state that above problem 

needs to be considered when more than two players are 

involved in the process. 

 

VI. FUTURE SCOPE 
The current research can be improvised in order to 

devise protocol for the verifications, which are not same, and 

use third party, which cannot be relied upon entirely.We 

hereby suggest implementation of other Data Mining 

Techniques for the efficient generation of frequent itemsets. 

Also some efficient way must be discovered for the solution of 

problem stated for subgroup discovery of data which is 

distributed horizontally. 
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