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Abstract— A Delay tolerant network (DTN) is an approach
to computer network architecture that seeks to address the
technical issues in the heterogeneous networks that may lack
continuous network connectivity. DTN is specially designed
to operate effectively over extreme distance such as those
encountered in space communication or an inter-planetary
scale. Store-carry-and-forward mechanism is used in DTN to
route the bundles from source to destination. In-transit
bundles are routed to the destination with an assumption
that the nodes are willing to help other nodes for packet
forwarding. In real time applications nodes in DTN may
exists with selfish behavior. Hence, our assumption about
DTN nodes that they always co-operate in bundle
forwarding in all applications is not realistic. To address the
selfishness problem in DTN, researchers proposed different
credit based incentive mechanisms and suggest that some
incentive should be provided to the selfish DTN nodes so that
they can participate in the packet forwarding. In proposed
solution, we mitigate a selfishness problem of DTN nodes. To
detect the selfish behavior of DTN nodes an algorithm is
designed along with the Practical incentive (Pi) protocol.
This protocol with selfish node detection algorithm detect the
selfish nodes in DTN and also stimulate the DTN nodes for
packet forwarding to achieve better packet delivery ratio
and low average delay to improve the performance of DTN.

Keywords- DTN; selfishnes;, credit based incentive
mechanisms

I. INTRODUCTION

A Delay Tolerant Network (DTN) is a network of
regional networks. It resides on top of regional networks
and internet is also a part of DTN [1]. DTN support
interoperability of the networks which covers it by
including long delays between and within regional
networks, and by translating between regional network
communications characteristics. In providing these
functions, DTNs accommodate the mobility and limited
power of evolving wireless communication devices. The
DTN technology has wider scope, it includes radio
frequency (RF), ultra wide band (UWB), free space
optical, and ultrasonic technologies. DTNs removes the
problems including high error rates, intermittent
connectivity, asymmetric data rates, variable delays by
using store and forward message switching mechanism.
This is an old method, which is used in ancient times like
postal systems. Entire messages (application program user
data block) or fragments of application data are forwarded
from a storage place on one site to another node which has
storage capacity, followed by a path which reaches to the
destination. Today’s voicemail and email systems uses

Store and forwarding mechanism, though these systems
are not only include one way cover but also has star
communication, central storage device is  independently
contacted by the source and destination. The various
storage places for example hard disk long lastingly hold
messages. These storage are also called as a persistent
storage, memory chips has a characteristics of storing a
data for a very short time. Routers in the network store the
packets or queued the packets for a very short time may be
a milliseconds use memory chips. When they are looking
and waiting for their next router routing table lookup and
search for outgoing router port. Routers which are used in
the Delay Tolerant Network need persistent storage for
their queuing of data packets for a long time. A
communication link to the next hop may not be available
for a long time. One node in a communicating pair may
send or receive data much faster or more reliably than the
other node. Message retransmission is needed which is
transmitted before when any error occurs at an upstream
node or link which is towards the destination, or if the
upstream node decided to reject the forwarded packets.
Single transfer moving of entire packets or the fragments
of packet the message switching technique is used which
provides knowledge of the size of messages by the nodes
of the network. Therefore intermediate storage space and
retransmission bandwidth is very essential in such type of
networks. The DakNet project of India is a typical example
of DTN [2].

From the above literature survey, the DTN are a class
of networks that lack continuous connectivity between
nodes due to limited wireless radio coverage, widely
scattered mobile nodes, constrained energy resources and
high levels of interference or due to some other similar
channel impairment. It also finds that DTN has some
nodes which have the characteristics of selfish behavior.
This selfish behavior node does not participated for
forwarding the data. To resolve the problem of selfish
behavior of node the researcher work well and propose a
various incentive scheme as a solution to enforce a selfish
node to take a part in forwarding data.

II. RELATED WORK

Xin Jiang1 et al. [3], In DTN, the nodes have limited
resources i.e. battery power and buffer space. Due to nodes
are resource constrained, the selfish behavior of the nodes
occurs in DTN. The nodes may not be willing to forward
the packets for other. So the assumption that all the nodes
are co-operative is unrealistic. In this paper, the researcher
suggests and analyzes the selfish behavior of nodes in
DTN and importance of resolving the selfish behavior
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problem using the various incentive schemes or
mechanism in order to relaying of data in DTN. Authors
explain and compare the main types of incentive
mechanism.

Rongxing Lu et al. [4], In this paper, authors proposed
a practical incentive protocol (Pi), which addresses the
selfishness problem in DTN. When source node sends a
bundle to the destination through intermediate nodes
source attaches some incentive to the bundle which is
attractive and fair. Fair incentive strategy is used to
stimulate the DTN nodes for bundle forwarding. Better
packet delivery is achieved in this mechanism. There exists
a trusted authority (TA) in the proposed Pi protocol. TA
does not participated in bundle forwarding process. TA
performs trusted fair credit and reputation clearance for
DTN nodes. In the initialization phase, each DTN node
when joining the DTN, should register itself to the TA.
Nodes which are registering to TA should obtain Personal
credit account (PCA) & Personal reputation account
(PRA). TA performs credit and reputation clearance when
any DTN node reported to it, when fast connection is
available with TA. For example, in the vehicular DTN, a
vehicle can communicate with TA for clearance when it
makes contact with some Road Side Units (RSUs). For
successful packet delivery to destination node,
intermediate helping nodes gets credit and reputation
value. However, for unsuccessful packet delivery to
destination node, intermediate helping nodes still gets
reputation value.

Haojin Zhu et al. [5], In this paper authors proposed a
iTrust, a probabilistic misbehavior detection scheme, for
secure DTN routing toward efficient trust establishment.
Authors introduced a periodically available TA to judge
the node’s behavior based on the collected routing
evidences and probabilistic checking.

Haojin Zhu et al. [6], In this paper authors proposed a
Secure multilayer credit based incentive (SMART)
mechanism which enforces the DTN nodes for bundle
forwarding towards the destination node. Co-operation
between the DTN nodes for bundle forwarding is the
ultimate aim of SMART. SMART resists various attacks
in DTN and does not require any tamper proof hardware.
The concept of Naive multilayer coin is the base of
SMART. When a node sends a messages, the node will
lose credit and other helping nodes gets credit for their co-
operation. Source node which sends a bundle first
generates the base layer of a layered coin and then sends it
together with the original bundles to a certain number of
intermediate nodes. New endorsed layer is generated by
each intermediate node based on the previous layered coin.
Layered coins are used to track successful data-forwarding
process. Periodically each intermediate node submits its
collected layered coins to the virtual bank (VB), which can
calculate credits for each intermediate node and make a
charge on the bundle senders. Selfish nodes can launch
different attacks, since helping intermediate nodes only
gets the rewards.

Xin Guan et al. [7], DTN assumes that the nodes are
willing to help other node for forwarding packet. But in
real application scenario it won’t happen due to selfish
behavior of the node. Therefore the cooperative behavior
of node is not realistic in all application. In this paper,
researcher observed that under this individual selfish

incentive mechanism, the social distribution is unfair. That
means the poverty nodes would appear in the networks,
and become the internal threats for the social DTN, the
researcher use the existing virtual bank incentive
mechanism to resolve the poverty nodes. Meanwhile, if
nodes having less virtual money or less social relations
they may not be chosen for packet forwarding and isolated
from. Such nodes may become an internal threat for social
DTN. To avoid this, author introduces the Gini-coefficient
to ensure the inequality of the social distribution.
Furthermore, by using the taxation strategy, we can avoid
the internal threats caused by social selfishness.

Rongxing Lu et al. [8], In this paper an incentive and
privacy-aware data dissemination (IPAD) scheme for
opportunistic networks (OPPNETs), exploit how to protect
mobile node’s- Identity privacy, Location privacy, Social
profile privacy and provide a secure incentive for privacy-
aware data dissemination. Aiming at addressing the above
challenge, a new credit based Incentive and Privacy-Aware
data Dissemination scheme, called IPAD, for OPPNETs.
In IPAD, each node holds a family of un-linkable pseudo-
IDs and periodically changes its current pseudo-ID for
preservation of privacy. When a source node sends a time-
valuable data to a group of social friends, it also attaches
an incentive to the bundles. Incentive is used to enforce the
selfish nodes to participate in the bundle forwarding. This
improves the packet delivery ratio and average time in
OPPNETs.

Jun Zhou et al. [9], proposed a novel threshold credit
based incentive mechanism called TIS based on the
modified model of population dynamics. TIS also
efficiently prevent the node compromise attacks, maximize
vehicular nodes’ interests, enforces the cooperation among
intermediate nodes, and realize the fairness of possessing
the same opportunity to forward packets for credits. TIS
use time order preserving aggregated signature scheme.
Open problem of resisting the layer adding attack which is
launched by the collusion of intermediate vehicles can be
easily solved by TIS. It also provides high reliability, high
delivery ratio and low average delay in vehicular DTNs.
To efficiently resist targeting oriented node compromise
attack and realize fairness among vehicles, based on the
modified population dynamics model is proposed in
threshold credit based incentive mechanism.

All these incentive strategies are proposed by the
authors which has a main aim of mitigation of the
selfishness problem in a delay tolerant network.

III. SELFISH BEHAVIOUR OF DTN NODES

In a typical DTN deployment, people from remote
cities use their battery operated hand held devices (e.g.,
cell phones, PDAs). These devices are easy to carry but
they are energy constraint. In order to capture the essence
of a node’s behavior in the DTN context, Researcher
contended that cooperation was the willingness and ability
of a node to participate in a bundle’s delivery process.
Again a node may not be self centered. And it was the
limit of resources, for instance, the power, the buffer space
and so on, forced the node not to cooperate with others.
The three main issues of research interests in the aspect of
cooperative techniques [3]:

 Seek for the non-cooperative nodes
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 The affections cooperation put on the
performance of the whole network

 Design protocols for the nodes’ cooperation
A lot of existing forwarding algorithms are based on

the assumption that all the nodes are willing to forward
messages for others. But in the real applications of DTN,
such as human social networks and Vehicular Ad Hoc
Networks, this is not the case. In order to maximize their
own rewards, the nodes may not be willing to forward
messages under the constraint of energy. This rational
behavior is called selfish behavior in DTN. The presence
of selfish nodes could cause catastrophic damage to any
well designed routing scheme and jeopardize the whole
network. Then how to stimulate the selfish nodes to take
part in the relay of messages has become an interesting and
essential issue which has attracted many researchers
focusing on this problem. The method to solve this
problem is often called incentive mechanism.

IV. CHALLENGES AND DESIGN GOALS

The greatest challenge in DTN is that, how should
enabled end to end communication in        heterogeneous
environment which containing severe performance
impairments. Such impairments are delay, link
connectivity, bandwidth, frequent disconnection etc. How
to detect the selfish or malicious node in the DTN and
enforce them to forwarding the bundles to improve the
packet delivery and average delay. Nodes in DTN are
battery operated and also they have limited buffer space.
Therefore, how DTN nodes are effectively operated so that
they have longer lifetime in the network. Security of DTN
nodes is one of the biggest challenges in DTN. DTN has
all the above properties and in such type of network how
we can deliver the packets to the destination is a very
challenging task. As there are many nodes in the DTN
which are selfish and hence they will not co-operate in
bundle forwarding. Therefore, Incentive strategies should
be there to stimulate the nodes for packet forwarding. Also
such selfish nodes should be detected to improve the
packet delivery, average delay time and hence eventually
improves the network performance. Taking into
consideration all the challenges mentioned above, there is
a need for innovation in DTN for well designed Incentive
scheme along with routing protocol. Detection of selfish
nodes is also very critical issue in DTN. For Incentive
scheme and selfish node detection process the following
questions are to be considered:
What are the parameters are needed to design Incentive
scheme?
How Credit and Reputation are provided to DTN nodes?
Which approach should be considered to design selfish
node detection Algorithm?
How nodes are communicated with Trusted Authority
(TA)?
Is TA participated in packet forwarding or not?

V. MATHEMATICAL MODEL AND PROPOSED
METHODOLOGY

In this section Mathematical model and Incentive
Strategy is explained:
The Network model is represented as G=(V, E) where V
is a set of vertices which represents the DTN nodes in the

network and E is a set of edges which represents
opportunistic links between the two or more DTN nodes.
Packet delivery ratio and Average delay time is the
performance evaluating parameters.

Packet delivery ratio=
∑ Number of packet receive / ∑ Number of packet send

End to end delay=
∑ (arrive time – send time) / ∑ Number of connections

There are many approaches to stimulate the selfish
nodes for packet forwarding in the DTN. But the existing
incentives schemes are not proposed with the selfish node
detection. If selfish nodes in the DTN are detected then
nodes can be penalized to improve the network
performance. Selfish behavior of nodes represents a
serious threat against routing in DTN. Due to unique
characteristic of DTN, designing of system to detect the
selfish behavior node in DTN is regarded as great
challenge.

In proposed solution, we mitigate a selfishness problem
of DTN nodes. To detect the selfish behavior of DTN
nodes an algorithm is designed along with the Practical
incentive (Pi) protocol [4]. This protocol with selfish node
detection algorithm detect the selfish nodes in DTN and
also stimulate the DTN nodes for packet forwarding to
achieve better packet delivery ratio and low average delay
to improve the performance of DTN.

A practical incentive protocol (Pi), addresses the
selfishness problem in DTN. When source node sends a
bundle to the destination through intermediate nodes
source attaches some incentive to the bundle which is
attractive and fair. Fair incentive strategy is used to
stimulate the DTN nodes for bundle forwarding. There
exists a trusted authority (TA) in the proposed Pi protocol.
TA does not participated in bundle forwarding process. TA
performs trusted fair credit and reputation clearance for
DTN nodes. In the initialization phase, each DTN node
when joining the DTN, should register itself to the TA.
Nodes which are registering to TA should obtain Personal
credit account (PCA) & Personal reputation account
(PRA). TA performs credit and reputation clearance when
last intermediate DTN node reported to it, when fast
connection is available with TA. For example, in the
vehicular DTN, a vehicle can communicate with TA for
clearance when it makes contact with some Road Side
Units (RSUs). For successful packet delivery to destination
node, intermediate helping nodes gets credit and reputation
value. However, for unsuccessful packet delivery to
destination node, intermediate helping nodes still gets
reputation value.

Figure 1. Block diagram of proposed incentive model.
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The selfish ratio lies in the range of [0,1].

TABLE I. SELFISH RATIO

Total
number of
nodes (n)

Number of
selfish nodes (s)

Selfish
Ratio (R)

% of
selfishness

100 15 0.15 15%

75 10 0.13 13%

50 8 0.16 16%

25 6 0.24 24%

15 4 0.26 26%

5 1 0.2 20%

co-operation probability of  a selfish node can be modeled
as follows:

Pc= αPs + (1-α)Pu = αPs + 1- α

Where 0 ≤ α ≤ 1 is the selfish factor, Ps is the co-operation
probability under selfish condition, i.e. Ps = 0.01, while Pu
=1 denotes the unselfish co-operation probability.

TABLE II. CO-OPERATION PROBABILTY

Selfish Factor (α) DTN node co-operation
probability (Pc)

0 Unselfish 1
1 Selfish 0.01

Selfish Node Detection Algorithm [5]
Let, m = Message
St = Set of message forwarding requests
Sf = Set of message forwarded
R = Set of contacted Nodes
Nk(m) = Set of next hop node chosen for message
forwarding

Figure 2. Selfish node detection algorithm.

The Practical incentives strategy includes Trust
Authority which plays a vital role in this system. The
feature of the Trust Authority, it doesn't participate in
bundle forwarding in DTN, TA performs trusted fair
credits and reputation clearance for DTN node. In
Initialization Phase, before joining to the DTN, each DTN
node should registered itself to TA and obtain its Personal

Credit Account (PCA) and Personal Reputation Account
(PRA). Each PCA store its Credit and PRA records its
dynamic reputation value. A DTN node can communicate
with TA for clearance when it makes contact with some
Road Side Units (RSUs). All intermediate nodes in DTN
are self-determine whether or not to participate in bundle
forwarding. However, once an intermediate DTN node
participates in forwarding bundle, it can get the credits
from the source node as well as reputation values from the
TA. If the bundle doesn’t arrive at the destination node, the
source node won’t need to pay credits. However, those
intermediate nodes that helped forward can still get good
reputation values from the TA. The performance of
Incentive strategy will be determined on the basis of
following parameters.
Packet Delivery Ratio: This is the ratio of number of data
packets successfully delivered to the destination and the
total number of packets sends.
Average Delay Time: The average delay time of a network
is the how long the network takes for a bit of data to travel
across the network from one node to another.

VI. CONCLUSION

Literature survey is done for different Incentive
schemes in DTN and found that there may exists a selfish
behavior of DTN nodes which will not co-operate in
bundle forwarding. Therefore, Incentive strategies should
be there to stimulate the nodes for packet forwarding. Also
such selfish nodes should be detected to improve the
packet delivery, average delay time and hence eventually
improves the network performance. Therefore, Practical
Incentive protocol is proposed along with selfish node
detection strategy.
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