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Abstract— Cloud is increasing day by day so secured 

shared data is major thing. Users are assumed to save 

the data remotely and allowed to access numerous 

application and services from different means without 

fear of locally storage and its support. Sharing the 

data securely and efficiently is most vital thing. Here a 

symmetric key cryptosystem which generates the 

ciphertexts so the secure delegation of decryption key 

for the large number of data. Here the blowfish the 

symmetric key algorithm is used to encrypt the data. It 

is efficient for encryption and decryption of data and 

is faster than other symmetric encryption standards. It 

is compact and can easily run on low memory. As the 

key is of variable then it will provide more security to 

different data. The key can be suitably sent to other 

users with small secure storage. It perform a security 

analysis for the work. 

   
Keywords- Cloud storage, data sharing, Attribute base 

encryption, Blowfish, Identity base encryption,  

I.  INTRODUCTION  

Cloud storage is gaining popularity as an a storage 

system. Cloud storage Stores the data on off-site to the 

physical storage that is managed by third party. Cloud 

storage is nothing but saving of digital data in to the 

logical pool and physical storage ranges multiple servers 

that are managed by third party. The third party is 

answerable for keeping data obtainable and available and 

physical environment must be protected and running at all 

time. Rather than storing data to the hard drive or to other 

local storage, save data to remote storage which is 

available anytime and from anywhere. It minimizes 

efforts of holding physical storage to everywhere. Its 

flexible and cost optimizing characteristic inspires the end 

user also the enterprises to store the data on cloud. When 

the data is spread it is stored at more locations increasing 

the risk of unauthorized physical access to the data. By 

using cloud storage the information is accessible from any 

computer through internet which excludes flaws of 

accessing information from the same computer where it is 

actually stored.  

Several types of services are issued by clouds like 

applications (e.g., Google Apps, Microsoft online), 

infrastructures (Nimbus), and platforms to help the 

developers write applications (Windows Azure). Security 

is required because data stored in clouds is very delicate, 

for example, social networks and other medical records. 

User privacy should be maintained as the cloud or other 

users are not able to identify the other users identity. 

Thus, it is complex system which owns very securable 

processes. 

While considering the data privacy, we cannot depend 

on long-established technique of authentication, the 

reason is unexpected privilege will expose all data. 

Solution for this is to encrypt data before outsourcing the 

data to the server with user’s encryption key.  

Data sharing is a vital functionality of cloud storage, 

as user can share data anytime and from anywhere to 

anyone. For example, organization may allow permission 

to access apart of delicate data to their employees. But the 

main aim is how to share the encrypted data. Long-

established way is user downloads the ciphertext from 

storage deciphers that data and sends it to other for 

sharing, but it lacks the importance of cloud storage. 

A cryptosystem is called secret-key cryptosystem if 

some secret piece of information, the key, has to be 

confirmed first between any two parties that want to 

communicate through the cryptosystem. The question 

arises how the encrypted data can be shared. The user 

must deliver the access rights to the other user as the data 

is encrypted and the decryption key should be send 

securely. The cryptography works as 

 
 

Plaintext – The data in its basic form i.e. it can be read by 

anyone 

 

Ciphertext – Data changed in to unreadable as only one 

can access those who have the authority. 

 

Key – It controls the functionality and behavior of 

cryptographic algorithm. 

 

Keyspace – Total values of keys in a crypto algorithm 

that are  possible. 

 

Cryptosystem – the merging of algorithm together, key 

and key management functions that can perform the 

cryptographic operations. 

 

Here the asymmetric cryptosystem is used. 

Asymmetric cryptography also known as Public-key 

cryptography is a class of cryptographic algorithms which 

requires two distinct keys, one of which 

is secret (or private) and the other is public. Even though 

the keys are different, the distinct parts of this key pair are 
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mathematically linked. For encryption of plaintext the 

public key is used whereas the private key is used to 

decrypt ciphertext.  

 

 
 

Figure 1: Data encryption and decryption 

 
 Suppose Data owner puts all data on Box.com and does 

not want to reveal the data to everyone. Due to data 

disclose possibilities the data owner does not trust on 

privacy mechanism delivered by Box.com, so data owner 

encrypt all the data that has to be outsourced to the server. 

If another data user ask the data owner to share some data 

then the data owner uses a sharing function of Box.com. 

The problem with it is now how to share the encrypted 

data. There are two main ways:  

 

 Symmetric Encryption 

In symmetric Encryption a secret key that may be a string, 

a number, or it may be a number of random letters that is 

executed on the text of a message so that it changes the 

data in a specific way. It may be as easy as shifting each 

letter by a number in places of the alphabet 

 

 Asymmetric Encryption 

In asymmetric encryption there is a key pair, one is public 

key and the other is private key. A public key is done 

freely accessible to everyone the one who wants to send a 

message. Whereas the private key is kept secret so that 

one who has the decryption power can use it.  

Here the symmetric key encryption is used to encrypt the 

data and that is to be outsourced on the cloud server i.e. 

the dropbox the cloud application is used to outsource the 

data. 

II. RELATED WORK 

A. Cloud Computing 

Cloud computing is architecture as visualized for 

achieving generation. The cloud has many services even 

though has a risk of attacker as it can access the data or 

user’s identity might be leaked. While setting a public or 

private cloud users and service providers authentication is 

mandatory.  The problem arises if the cloud service 

provider and or user are not compromised. So, the data 

will be disclosed if any one of them in compromised.  The 

cloud must be simple, preserving the information 

regarding user and also maintaining user’s identity [1]  

 

B. Multi group key management  

     A multi group key management is a efficient hierarchical 

access control that is applied to integrated key graph that 

also handles the number of group keys for various users 

with various access authorities. The Centralized key 

management scheme uses tree formation to minimize the 

data processing, storage and communication overhead. It 

preserve things regarding to keying and also updates it. 

And also accomplishes an non segregated key graph for 

each user [2]. 

C. Symmetric key encrption 

Benaloh et al. [3] presented the encryption scheme that is 

actually suggested for transferring the huge number of 

keys in the broadcast structure . The establishment is easy 

and we briefly analyze its key extraction process here for 

a concrete explanation of what are the required properties 

that are needed to achieve. The extraction of the key for 

the set of classes, which is supposed to be of all feasible 

ciphertext classes, is as follows. A compound modulus is 

selected where p and q are two big random primes. A 

master secret key is selected at arbitrary. Each class is 

related with a different prime. Then these prime numbers 

can be placed in the public system parameter. A set of 

constant-size key are generated. The users who have been 

delegated the access rights for Sˈ are then crated. Though, 

it is planned for the symmetric-key setting instead. The 

data provider required to get the respective secret keys to 

encrypt the data, which is mostly not suitable for various 

applications. As this procedure is implemented to produce 

a secret value instead of a set of public/secret keys, it is 

not clear how to implement this schema for public-key 

encryption scheme.  

 

D.  Identity-based encryption 

Identity-based encryption (IBE) [4], [5], [6] Identity-

based encryption (IBE) is a one important and primary 

thing of analyze the bases of cryptography. The public 

key of user includes different information of user’s 

identity. So, the key might be textual value or a domain 

name, etc. IDE is considered to be deployed on the public 

key infrastructure. The identity string is considered to be 

identity of the user for public key encryption. The master 

secret key is with a trusted party called private key 

generator (PKG) in IBE and also has gives secret key to 

users regarding to the user identity. The public data owner 

value is collaborating with the identity of user to create 

ciphertext of the data. The ciphertext is decrypted using 

secret key. Guo et al. [7], [8] tried to generate the IBE 

with key aggregation. The main thing behind this is to 

aggregate key is to be build so that it hold the power for 

the keys with different identity. 
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Figure 2. Architecture of framework 

E. Attribute-Based Encryption  

Another option for sharing the encrypted data is Attribute-

Based Encryption (ABE)[9]. It is considered that the data 

is encrypted with equivalent which was given by the user 

as a part of data.  In ABE the description of attributes is 

assumed as set so that only a peculiar key which is 

matched with the given attribute can decrypt the 

ciphertext. Firstly, the users key and the attribute are 

matched if both matches then it can decrypt a particular 

ciphertext. If there are k attributes are overlay between the 

ciphertext and a private key the decryption for data is 

granted. Attribute. For example, regarding the secret key 

for the strategy (1 ˅ 3 ˅ 6 ˅ 8), the data can decrypt 

ciphertext labeled with the class 1, 3, 6 or 8.  

 

 

Different 

Schemes  

Ciphertext 

size  

Decryption 

key size  

Encryption 

type  

Key 

assignment 

schemes  

Constant  Non-

constant  

Symmetric 

or public-

key  

Symmetric-

key 

encryption  

Constant  Constant  Symmetric 

key  

IBE with 

compact key  

Non-

constant  

Constant  Public key  

Attribute 

based 

encryption  

Constant  Non-

constant  

Public key  

KAC  Constant  Constant  Public key  

 
Table 1. Comparison between different encryption schemes 

F. Multi attribute-authorities  

In the multi attribute-authorities [10] various attributes are 

examined regarding the decryption key as well as a user 

must get a specific key depending on the attribute while  

 

decrypting a message. The allocation of decryption keys is 

independent to the users and they can have attribute 

identity without interaction between each other. Multi-

authority attribute-based encryption allows real time 

deployment of attribute based privileges as different 

attributes are issued by different authorities. The attribute 

authorities ensure the honesty of the user privilege so the 

confidentiality is maintained by central authority. 

  

G. Key-Aggregate Cryptosystem 

In key-aggregate cryptosystem (KAC), the data owner 

encrypts the data with public key as well as it uses the 

identifier while encryption. The data owner also has the 

master secret key which is used to get other secret keys 

for different ciphertext classes. The main thing is KAC is 

that there is a aggregate key which has all the power of 

the key so the it is used to decrypt the ciphertext for 

different classes [11]. For example, the data owner can send 

data user a aggregate key by a secure email and the data user 

can decrypt the data by downloading the aggregate key. 

 

The table1 show the schemas that were used to share the 

data using different cryptography systems. 

III. PROPOSED SYSTEM 

Providing access of data to the specific user without 

leakage of private data to other user is more important in 

cloud sharing. So to make it secure it came across the 

scheme of encrypting the data with encryption and 

decryption keys. Figure 2, shows the data encryption, 

uploading and decryption architecture. Here the data 

owner uses the Blowfish algorithm for encrypting data. 

The key is exchange through a secure channel. Once the 

decryptor gets the key it decrypts the data to plain text. 

Once the data is encrypted the data is outsourced on cloud 

, here the cloud application is dropbox where the data is to 

be stored and shared. Both the data owner and the user has 

the account so that to access the data. 
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The symmetric key encryption uses the blowfish 

algorithm. Blowfish is a symmetric block cipher it is used 

for encryption and safeguarding of data. Its key ranges 

from 32 bits to 448 bits for securing data. Blowfish 

algorithm was designed in 1993 by Bruce Schneier as a 

substitute to existing encryption algorithms. Blowfish is 

license-free and unpatented. Blowfish Algorithm is a 

Feistel Network, it iterates the encryption function for 16 

times. In blowfish the block size is of 64 bits and the key 

might be of length up to 448 bits. So it has complex 

initialization phase needs while encrypting the data. 

Blowfish is a changeable-length key block cipher. Mostly 

is applicable for applications where the key not changes 

usually, like a transmission link or an automatic file 

encryptor. It is faster than other encryption algorithms 

which were implemented on 32-bit microprocessors with 

big data caches. 

 

The Blowfish algorithm contains various advantages. The 

algorithm is satisfactory and effective for hardware 

implementation and it doesn’t require license. The 

fundamental operators of Blowfish algorithm contain 

table lookup, addition and XOR respectively. The table 

contains four S-boxes and a P-array. Blowfish is a 64 bit 

block cipher and is recommended as a substitution for 

DES. Blowfish is a fast working algorithm and might 

encrypt data on the 32-bit microprocessors at the rate of 

one byte every 26 clock cycles. This algorithm is concise 

and runs in less than 5K of memory. 

 

The Blowfish Algorithm contains: 

 Changes data in big blocks 

 It has 64-bit block size. 

  It contains scalable key, ranges from 32 bits to 

minimum 256 bits. 

  Use easy operations that are systematic on 

microprocessors. 

A. Setup Phase   

The data owner implements the setup phase so that to set 

an account on the server which might not be trusted. In 

this phase the user connects to the cloud application 

dropbox where the data is to be stored. 

 

B. KeyGen Phase  

This phase is implemented by data owner to create the 

Block cipher.  

 

C. Encryption phase 

This phase is implemented by anyone that wants to send 

the encrypted data. The encryption is done by using 

Blowfish algorithm. 

The Blowfish algorithm contains 16 rounds. 

- It has the input of 64-bit data consider m. 

- Divide m in  two 32-bit halves: mL, mR. 

-  for i = 1 to 16: 

- mL = mL XOR Pi 

- mR = F(mL) XOR mR 

- Swap mL and mR 

- After the 16th round, the values mL and mR are 

swapped again to undo the previous swap. 

- Then, mR = mR XOR P17 and mL = mL XOR 

P18. 

- At last, recollect mL and mR to get the 

ciphertext. 

 

Algorithm 

 

Step 1: First initialize the P-array and then four S- boxes  

with a fixed string. The string contains the hexadecimal 

digits of pi: P1 = 0x243f6a88, P2 = 0x85a308d3, P3 = 

0x13198a2e, etc.  

Step 2: Then XOR  the P1 with  first 32 bits of the key, 

XOR P2 with the second 32-bits of the key, and so on for 

all bits of the key . Repeatedly cycle through the key bits 

until the entire P-array has been XORed with key bits. 

Step 3: Encrypt the all-zero string with the Blowfish 

algorithm, using the subkeys described in steps (1) and 

(2).  

Step 4: Now Replace P1 and P2 by using the output of 

step (3).  

Step 5:  The output of step (3) is encrypted using the 

Blowfish algorithm with the modified subkeys. 

Step 6: Now Replace P3 and P4 using the output of step 

(5).  

Step 7: The process continues while replacing all entries 

of P array and then all four S-boxes with the output of the 

continuously changing Blowfish algorithm. 

 

D. Extract phase 

This is implemented by the data owner for delivering the 

decrypting power to a delegate.  

 

E. Decrypt Phase  

This is implemented by the candidate the one has the 

decryption authorities.  The subkeys that are generated 

during encryption i.e. P1 to P18 are used in reverse order. 

 

IV. CONCLUSION 

To share data easily is necessary thing in cloud 

computing. Users are meant to outsource there data on 

cloud and share it among various users. Outsourcing of 

user data to server may tends to leak the private data  to 

everyone. Encryption is the answer which gives the user 

to share data with specific candidate. To share the  

decryption keys in secure way is a important role. It gives 

enhanced data access and secured retrieval process by 

introducing access control mechanism which provides the 

data confidentiality. 
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