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Abstract—The Low-Power wireless network is 

stimulating way for study of sensing and pervasive 

computing in the field of Ad-Hoc networks. 

"Security" is the vital term that is required in the 

networks. The attention of researches on security in 

Ad-hoc networks was on the Denial of Service 

attacks (DoS) at the routing as well as few at access 

control levels too. These attacks cause the rapid 

drain in the battery power of the nodes, which will 

disable the networks. These attacks are known as 

vampire attacks. These attacks form and transmit 

the message, which requires more energy for routing 

throughout the network. These attacks are difficult 

to detect. These attacks can be effectively completed 

by sending malicious protocol-compliant message. A 

new technique to ensure the network security 

against such attack is proposed in this paper. This 

technique can perhaps detect the attacks and can 

undoubtedly keep the networks by utilizing pre-

distribution of keys. In this paper, we have assessed 

the vulnerabilities in the current protocols to deal 

with the battery exhaustion attacks. 

Keywords—Ad-hoc networks, low-power networks, 

routing, sensor networks, wireless networks. 

 

I. INTRODUCTION 

Wireless Sensor Networks (WSNs) are comprised of 

multiple sensors which are connected to each other in 

order to perform collaborative or cooperative functions. 

These nodes are typically connected as a multi-hop 

mesh network .Ad-hoc Wireless Sensor Networks (Ad-

hoc WSNs) ensures some energizing new applications.. 

The WSNs have become exceptionally essential to the 

organizations and to the individuals' normal life.  

 

Each sensor is operational with some sensing, 

processing and communication components. In this 

way, when some occasion happens (to be captured by 

sensor) it creates a report. This report is then sent to the 

sink by routing path through the network. 

 
Figure 1: Wireless Sensing Network 

 

Inaccessibility of these networks can result in serious 

issues as lost productivity, blackout of power and so on. 

Consequently, high accessibility of these networks is 

must and networks should with stand against any threat.  

 

The various attacks in routing protocols [1] are routing 

loop, Sybil attack, worm hole attack, jamming, Dos 

attack and many more who generally attack on the 

energy constraint of the network. 

 

WSNs are extremely vulnerable against the DoS attacks 

on account of their Ad-Hoc nature [2]. Many 

examinations have been carried out to build the 

survivability of these networks. These techniques are 

valuable in attacks having transient network 

accessibility, but not in the attacks with long term 

networks accessibility. The longest Dos attacks will 

empty the batteries of all nodes. In this kind of resource 

depletion attack, the attack is on the battery power.. All 

these routing protocols, even the most secured ones, 

neglect to remain up with these resource depletion 

attacks, on the grounds that they empty the battery 

power of the nodes in the network .These attacks 

known as vampire attacks. 
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To overcome vampire attacks we have 

proposed system which can lead to minimize the 

vampire attacks. The proposed system comprises of 

three phases pre-distribution of keys, network discovery 

and packet forwarding. In proposed system we use 

Virtual ECC Group Key (VEGK) merging Elliptic 

Curve Cryptography (ECC) with symmetric pair-wise 

keys along with virtual ECC group keys for secure data 

routing in the network with minimal processing 

overhead[3].  

 

II. RELATED WORK 

[1]Vampire attack is making and sending messages 

by malicious node which causes more energy 

consumption by the network prompting moderate 

depletion of node’s battery life. 

 

Vasserman and Hopper [3] presented three 

fundamental commitments. At first, they evaluated the 

problems of existing protocols to routing layer battery 

depletion attacks. They viewed that attempts to 

establish security to evade Vampire attacks are 

orthogonal to those used to guarantee routing protocols, 

in this manner existing secure routing protocols, for 

instance, Ariadne [4], don't guarantee against Vampire 

attacks. Existing work at secure routing attempts to 

ensure that enemies can't bring about route revelation to 

give back an invalid framework path. However 

Vampires do not disturb or alter found paths, rather 

using existing significant system ways and convention 

consistent messages. Protocols that extend power 

effectiveness are also inefficient, since they rely on 

upon helpful node behavior and cannot streamline out 

malicious action. Second, they have exhibited that 

simulation result assessing the performance of number 

of representative protocols in the presence of a single 

Vampire. Third, they modified a current sensor 

framework routing protocol to provably bound the 

mischief from Vampire attacks while pack sending. 

Vampire attacks can be sorted in three categories; to 

be specific, Attacks on stateless protocols, attacks on 

stateful protocol, and PLGP. In the attacks on source 

routing protocols, the source nodes specifies the 

expected route for destination in the header’s of 

packets. Utilizing this path, intermediate node takes 

after the given way, and not picks some other way. 

While sending a message, the intermediate node sends 

it to the following hop. The source must make sure that 

the chosen path is legitimate. This methodology 

requires very less load on the intermediate nodes about 

the path rationale. Furthermore, permits all the nodes in 

the route to be validated by the sender, like the Ariadne 

[4]. The two sorts of attacks are consists of, Stretch 

Attack and Carousel Attack. 

In carousel attack, the attacker forwards the packet 

in the network. The route given for destination 

comprises of a series of loops. In straightforward 

words, the packets routes among the intermediate nodes 

few times and reach the destination. Thus, it depletes 

the energy of nodes with single message even the 

message is not malicious; though, in stretch attack, the 

attacker deliberately creates the longer paths. In simple, 

the path to destination is stretched out by including 

unnecessary nodes. This will thus include the load on 

network, and will empty the batteries.  

In stateful routing protocols, the network topology 

and its state is known to the network nodes. Network 

nodes make sending decisions utilizing the stored state. 

There are two imperative categories of, Link State and 

Distance Vector. OLSR [5] is a sort of Link State 

protocols. Here, in network, the nodes keep records of 

states of links. Each time a link goes down, or another 

link is included, the upgrading is made. At the same 

time these systems are constructed dynamically. Hence, 

the carousel and stretch attack have no impact in these 

networks. Still, the Stateful protocols required to face 

two sorts of attacks, to be specific, wormhole attack, 

and spurious route discovery attack.  

PLGP[4] should be a secure network protocol for 

the WSNs. No extra hardware was needed for this 

protocol. Indeed in the context containing active 

enemies, it offered message delivery. This was built as 

a central design parameter with security and 

productivity. Disadvantage of this protocol was its 

inadequacy to fulfill no-backtracking. In this manner, 

another protocol was produced, called PLGPa. This 

protocol fulfilled the no-backtracking. No-backtracking 

is an essential term to be presented here. It implies that 

number of honest nodes in the path is navigated by the 

packet from the source to destination is independent of 

the malicious node behavior, for every packet in follow. 

Somehow, no-backtracking offer resistance to the 

vampire attacks. Thusly, the PLGPa is utilized, rather 

than PLGP [4]. 

The advantage of the technique presented by authors is 

that it gives the integrity of the data packet. It detects 

the malicious data packet coming from malicious node 

with less energy consumption. The disadvantage of this 

technique is that it does not detect the malicious node 

during topology discovery stage 

S. H. Jokhio et al [6] presented a Sensor node capture 

attack discovery and guard (SCADD) protocol to secure 

the WSNs from the node capture attacks. The proposed 

protocol involves two blocks:  

1. Node attack discovery (NAD) block and  

2. Defence Advocating Measure (DAM) block.  
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The first blocks helps in identification of the state or 

seriousness of the attack on a sensor node and the latter 

includes taking protective measures against the attack. 

We expect that the communication inside the WSN 

under thought is at first secured by means of utilization 

of state-of-art cryptographic techniques. The SCADD 

blocks are quickly examined next.  

1. Node Attack Detection (NAD) block.  

The susceptibility of that node rises to the greatest 

danger; if the estimation of the sensor node's physical 

area is obtained by the attacker. A node capture attack 

may be the eventual outcome of one or more attacks did 

on the sensor node; for example, DoS, node blackout. 

We evaluate the severity of the attack on the sensor 

node with the aid of an attack severity exhibit that 

contains states and state-conditions, independently. The 

attack severity is partitioned into three states, First the 

node is not captured. Secondly the node is going to be 

captured. And at last the node has been captured.  

State 1 includes the following conditions:  

A solitary malicious node endeavoring to communicate 

with an authenticated sensor node; Authorization fails; 

Sensor node’s random query is not recognized 

conceivable signal jamming; The malicious node gets a 

solitary range estimate of the sensor node with the 

assistance of a query response. 

State 2 contains the following conditions:  

Two consecutive authentication endeavors fail. A third 

attempt to communicate with the sensor node is made 

by the malicious node.  Periodic updates by authentic 

anchor nodes of the region are deferred. 

Communication queries to a sensor node, under 

conceivable attack, are not reacted to the genuine 

anchor nodes.  

State 3 conditions are distinguished as follows:  

Periodic updates sent by authentic anchor nodes are not 

gotten. Anchor nodes do not react to any sensor node 

query inside a predefined time limit. Three 

communication endeavors by an unidentified node 

come up short.  

Identification of these states removes the probability 

of destroying a genuine sensor node erroneously. While 

considering such attacks severity of the attacks on the 

node is measured. As per the application the severity of 

the attack differs. If the attack is of least severity it 

shows the alter beacon. When there is loss of 

communication or false authentication the alter beacon 

is shown. There are two sorts of alter beacon that are 

red beacon which advises the node about the severity of 

the attacks in the particular region, so to keep away 

from the node capture attack. In the wake of 

recognizing the severity of the attacks the beacon is 

shown and the DAM block gets stimulated. 

2. Defence Advocating Measure (DAM) block.  

WSNs are frequently deployed over extensive 

geographical regions. Direct surveillance of sensor 

nodes to avoid node capture attacks may not be a 

possible solution in terms of securing hundreds and 

thousands sensor nodes. Likewise designing a large 

number of tamper-resistant sensor nodes may not be 

financially practical. We propose a wise self-dangerous 

protocol that at first recognizes the severity of the 

attack and afterward takes defense measures against it 

by deleting vital information from memory of the 

sensor node.  

Beneath we will clarify the defense measure in 

detail. Every sensor node contains a Vital Memory 

Address Table (VMAT) that contains the addresses of 

the locations of important data such as cryptographic 

keys, neighbor areas, directing data, and so forth, put 

away inside node’s memory. This table is stored in the 

sensor node’s memory prior to deployment. The DAM 

contains a sensor node self-destruction algorithm. This 

algorithm is initiated by means of a methodology in 

which the VMAT is read and all the locations detailed 

in the list are zero overwritten. The zero overwritten 

operation basically replaces the data bits by zero bits 

making it difficult to extract the actual data. 

This methodology includes broadcasting an attack 

alert which is carried out after identification of the 

severity of the attack states. At any given time, if the 

anchor nodes are not able to communicate with the 

sensor node, an alert is broadcast demonstrating 

conceivable node compromise. The sensor nodes 

getting the alert flag the particular node identification as 

suspicious. Anchor nodes then can communicate with 

the particular sensor node and carryout an intensive 

security check if the node endeavors to re-create 

communication with the network. 

The algorithm is intended to delete all the important 

data related with the cryptographic keys, encryption 

algorithm, node IDs, routing tables or other data, which 

may be utilized to bring harm to parts of the network or 

affect the network performance. With a solitary 

instruction, important data stored at different memory 

locations on the sensor node is zero overwritten. The 

adversary cannot reverse the zero overwritten operation 

to get the important data in regards to the security 

algorithm, cryptographic keys, etc. In any case, the 

node’s radio service and the measuring abilities are not 

destroyed so that if there should arise an occurrence of 

a conceivable misjudgment, no physical damage is 
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brought to the sensor node and it is operable with the 

assistance of a basic restoration.  

The advantage of SCADD protocol can be utilized with 

any state-of-art security plan to upgrade security against 

node capture and node compromise attacks. Here the 

author has done all conceivable simulation and discover 

that the technique proposed by them are cost effective 

regarding processing overhead, memory  overhead and 

energy consumption. The strategy demonstrates less 

processing and memory overhead and less energy 

consumption by the node. 

Design an end to end secure communication protocol in 

randomly conveyed WSNs[7]. Particularly, their 

protocol is focused on a technique known as 

differentiated key pre-distribution. The center idea is to 

distribute distinctive number of keys to different 

sensors to improve the flexibility of specific links.  

Sensor Networks (WSNs) are visualized in military, 

surveillance and emergency applications today, where 

sensor nodes need to send sensed information to the 

sink. In numerous applications under hostile 

environment, sensor nodes cannot be deployed 

deterministically and consequently are arbitrarily 

deployed into the field. An essential requirement in 

network management of numerous mission critical 

applications is to secure end to end sensor networks 

information from being eavesdropped by the attacker. 

While there have been numerous works committed to 

hop by hop secure communications in WSNs, the issue 

of end to end secure communications is generally 

disregarded. This is essentially because of the way that 

there exist two intuitive methodologies to offer a high 

level of end to end secure communications in WSNs: 

The initial one is distributing a unique pairwise key into 

every sensor and the sink before deployment, and 

letting every sensor utilize this pairwise key to encrypt 

the communications with the sink;  

The second one is providing hop by hop secure 

communications between neighboring sensors in the 

network. It is accepted that along these lines end to end 

secure communications can be attained through hop by 

hop encryption/decryption. 

Here they built an end to end secure communication 

protocol in randomly deployed WSNs.  

An approach called differentiated key pre-distribution 

for end to end secure communications in randomly 

deployed WSNs is presented. Their protocol is focused 

on this technique. The center idea of the technique is to 

pre-distribute various numbers of keys to distinctive 

nodes. By distributing more keys to a few nodes, the 

links among those nodes have a tendency to have much 

higher resilience than the link resilience under uniform 

key pre-distribution. These high resilient links are 

preferred while routing to improve the end to end 

secure communications. They keep the average number 

of keys every node in their scheme the same as that in 

uniform key pre-distribution. Accepting that the 

possibility of node capture is the equal for all nodes, the 

attack impact remains as in both uniform and their 

heterogeneous key distribution technique, making 

performance comparisons reasonable. Besides, they 

additionally examine effect of biased node capturing 

attacks in this paper.  

Based on the above procedure, they built a new end to 

end secure communication protocol in WSNs. In their 

protocol, links with high flexibility are preferred 

compared with links with low flexibility while routing 

to sink node. Additionally, they apply another path 

routing among high flexibility links to accomplish great 

balance between end to end secure communications and 

lifetime.  

They conduct a thorough theoretical study on the 

proposed protocol, and determine the ideal approach to 

differentially pre-distribute keys into nodes. Their 

significant performance metric is the probability that 

the sink can get a message from a sensor without it 

being unveiled to the attacker (represented as 𝑃𝑒2𝑒). 

They first determine the statements for 𝑃𝑒2𝑒. Based on 

representations, they demonstrate to determine the ideal 

approach to differentially pre-distribute keys into nodes 

to increase the 

The advantage of the technique proposed by author is 

that it provides differentiated key pre-distribution, to 

improve the flexibility of the links in the network.  

The disadvantage of this technique is useful for only 

centralized networks. There is an overhead of 

maintaining keys of each link. 

 

III. PROPOSED WORK 

 

To prevent the network from vampire attacks we 

brought up new algorithm “Group Key Authentication 

Algorithm” that can reduce the energy utilization of 

nodes and increase the lifetime of networks. The 

proposed algorithm comprises of three phases which is 

shown in fig 2: 

Phase 1:Pre-Deployment Key Distribution 

In this phase, the network is divided into virtual groups 

with their group-ids. Each node in network is assigned 

its own public and private keys, group public and 
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private keys and other group’s public and private keys 

using ECC. 

 

Phase 2: Network Discovery 

In this phase, nodes in network sends merge request to 

other nodes to find its neighbor in the network. 

  

Phase 3: Packet Forwarding  

In this phase, the data packets are sent from source to 

destination (Sink). 

 

 

Fig 2: Flowchart 

Algorithm: Group Authentication Algorithm 

 

Step1: Nodes are divided into virtual groups. 

Step2: Exchange of keys in between groups and nodes. 

Step3: Merge request is sent by nodes to find its 

neighbor in network. 

Step4: If any node wants to send data to other node then 

following steps are followed. 

-Extract the source address =>s. 

-Extract the attestation =>a. 

-Verify 

-The source signature(s).  

-The attestation (a) is empty and the 

node is not a neighbor node of 

source(s). 

-The final attestation. 

if above conditions does not satisfies, drop the 

packet. 

-For each node 

 Check who is the previous node. 

 Check that the node and the previous 

node are neighbor. 

 Check if the packet is progressing. 

 if above conditions does not satisfies, drop the 

packet. 

-Find the closest next node to source => c 

-Append the attestation of packet => p’ 

-Check if the node is neighbour node then 

forward (p’,c). 

-Otherwise forward (p’, next hop to non-

neighbour node). 

 

IV. PERFROMANCE ANALYSIS 

Simulation scenario contains 10 to 50 nodes. Memory 

of node fix to 500MB.The algorithm used here is 

Elliptical curve cryptography (ECC) and for the 

simulation we have use JAVA Jung tool. 

 

 

Fig 3: Time as a function of Density 

Figure 3 depicts the time as a function of density. When 

the key exchange process takes place there are number 

of keys like, each node’s public and private key as well 

as group’s public and private key to be exchanged. So, 

for this key exchange as no of nodes increases the time 

required for the key exchange process also increases. 

So the graph shows that as the node density increases 

the time required for the key exchange increases. 
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Fig 4: Energy as a function of Density. 

Figure 4 depicts the Energy as a function of density. 

The key exchange process requires some energy which 

we have calculated with the theoretical formula [8], 

which shows that as the number of nodes in the network 

increases the energy required for the key exchange 

process also increases. So, we can say that as node 

density increases the energy also increases. 

 

Fig 5: Memory as a function of Density 

Figure 5 depicts the memory as a function of density. 

For each node there are individual public and private 

key as well as group’s public and private key, for this  

the node requires memory . So, for this as the no of 

nodes in the network increases the memory required by 

the nodes to store the key also increases. Thus graph 

shows that as density increases the memory need also 

increases. 

V. CONCLUSION 

 In this paper the new algorithm “Group Key 

Authentication Algorithm” has been proposed which is 

used to prevent the vampire attacks in wireless sensor 

network. The performance analysis of the pre-

deployment phase, which shows density as a function 

of energy, time and memory is shown in this paper. The 

performance analysis shows that as the node density 

increases the energy, time and memory required by the 

nodes also increases. The further work will include the 

network discovery phase and packet forwarding phase. 
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