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Abstract—Smart grid is emerging technology of power grid; 

this is a network which consists of various devices and 

networks interconnected. It is known for various advantages 

like it provides two way communications between service 

provider and the customer. It has smart meters which are 

digital and tamperproof which is not provided in traditional 

grid. Due to the advantages of wireless network, there is 

extensive use of wireless technologies in smart grid. Data 

transmitted in wireless network can be accessed by 

unauthenticated nodes because of its broadcast nature. 

Hence, security is one of the most important and challenging 

issues. Smart grid has some critical security issues like DOS 

attack, eavesdropping attack and replay attack. If these 

issues cannot be properly handles, a malicious user can harm 

the confidentiality as well as validate the private information 

due to which the performance of smart grid can be 

degraded. This paper provides authentication scheme for 

secure communication in smart grid network. It describes 

the model for authentication which helps from breaking the 

security of Smart Grid Network. 
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I. INTRODUCTION 

Smart grid is network which has number of devices and 

different networks. It is also called as next generation 

power system. It is bidirectional technology which 

eliminates disadvantages of traditional grid. Figure 1 

shows the basic model of smart grid network. Author [2] 

discussed about the model. The National Institute of 

Standard and Technology develops this model consists of 

various domains as shown in figure 1.Dotted line shows 

electricity flow which means how  electricity flows from 

bulk generation to customer, and other lines shows two 

way communication between various domains. Bulk 

generation is actual generation of electricity for example 

from flowing water, wind mills etc., transmission means 

the media through which electricity will be transmitted, 

distribution is the various distribution systems. Customers 

involve various customers like commercial customers, 

building customers etc. Markets are those dealing with 

actual budgets of power grid. Operations domain includes 

various management operations and network operations 

related work. Service providers are those who actually 

provide the service and using these services customer can 

use electricity and fulfill their demands. 

 
 

               Figure 1. Basic model of smart grid 

 

 

Smart grid network follow some hierarchical architecture. 

The first layer is called as Home Area Network (HAN) 

which consists of various home appliances like fridge, 

AC, washing machine etc. The second one is Building 

Area Network (BAN) which is collection of various 

HANs and the third one is Neighborhood Area Network 

(NAN) which may has various BANs and the last is 

control center which control operations of various 

networks. There are various advantages of smart grid due 

to which the use of smart grid increasing rapidly now a 

days but it also has some disadvantages like it has security 

problem due to which the attacker can damage the 

network and can access private data of the customer hence 

there is need to protect the network from unauthorized 

accesses and hence some security solutions should be 

provided. The following are the standards used in 

different layers of smart grid network for communication. 

 

A.  IEEE standards for wireless communication used in   

smart grid network 

 

 IEEE 802.11:  
IEEE 802.11 standard is defined for wireless technologies 
and used as Wi-Fi technology which is very popular 
technology. Its speed is 22 Mbps-128 Mbps. It operates in 
2.4 GHz and 5 GHz frequency bands. It has range up to 
half mille. 
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 IEEE 802.15.4: 
 Zigbee is protocol based on IEEE 802.15.4 standard. 
Various devices in smart grid network can be connected by 
the link of IEEE 802.15.4 standard. It also provides secure 
connection between devices. Its speed is 250 kbps and it 
support frequency band 1GHz and 2GHz.Also it has longer 
battery life for different devices and low power 
consumption. It has range more than hundred meters. 

 

 IEEE 802.16: 
IEEE 802.16 standard; known as Wi-Max i.e. worldwide 
interoperability for microwave access, which is used for 
wireless transmission. Its speed is 30 Mbps and it operates 
in 2 GHz and 3GHz frequency band. It has range up to 50 
km. 

 

B. Advantages of smart grid 

Traditional grid has many problems and dealing with lots 

of issues as it has very complicated structure. Traditional 

grid cannot be efficient as those systems are very 

complicated. Also these systems can be easily hacked by 

the intruders that means those system are less secure. 

Traditional grid sometimes not able to provide or fulfill 

customers demands that they want in their peak time. So 

there is need to think about some latest and the powerful 

technology which can eliminates these issues. Hence there 

is need for smart grid technology. 

 

Smart grid (SG) is a next generation power grid system 

which uses smart meters, and smart devices for 

communication. It is also called as intelligent and future 

grid. The various devices in SG are used in residences, 

companies, factories etc. The smart grid has the following 

advantages. 

 

 Efficiency 

Smart grid has smart meters and it provides two way 

communications between customers and the users. Also, it 

can reduce the man power because it is completely digital 

and used sensors so all the operations can be performed 

digitally. Thus the system is more efficient as compared to 

conventional grid. 

 

 Customer choice  

As smart grid network enables or gives customer choices 

from which utility provider the customer can takes 

electricity and at what time i.e.as per customer 

requirement they can select service providers and takes 

electricity from them which is not possible in traditional 

grid system. 

 

 Reliability  

With various security solutions the smart grid system 

provides security and reliability and can help from various 

malicious users i.e. there are various cryptographic 

techniques which provides security and helps to achieve 

reliability. Hence it is more reliable, effective and the 

performance can be increases. 

 

 

 Self-healing 

Smart grid is completely digital and modern technology 

which uses advance technology and devices hence if any 

problem occurs in networks it can be able to solve that 

problem automatically as it is completely digital. 

 

 Less energy consumption  

Smart grid provides details about various devices to 

customers that which device consumes how much power, 

due to this the customers can reduce their electricity usage 

and hence energy consumption can be reduced. 

 

 Two way communication 

Traditional grid has costing issues as they are not able to 

provide the electricity demands for the customers also it 

does not provide two way communication, where as smart 

grid provides two way communication between customer 

and service provider so that customer can ask for their 

electricity demands to service provider. 

II. ISSUES IN SMART GRID 

As smart grid (SG) is very big network and due to 

wireless technology there are lot of chances that SG can 

be hacked maliciously, also it faces some challenging 

issues like various attacks e.g. false data injection attack, 

DOS attack, replay attack etc. In [1] author discuss about 

attacks. In false data injection attack attacker can modify 

the private data of the user, In DOS attack attacker sends 

multiple request to the target system due to which the 

target system will be overloaded and takes time to 

authenticate each request and hence leads to delay in 

communication, In replay attack, malicious user can 

capture the packets or private data from target system and 

used it repeatedly. So to deal with those issues there is 

need to follow some security requirements. Wenye wang, 

Zhuo Lu [3] discussed about the security requirements for 

smart grid network. Following figure shows the security 

requirements of smart grid. 

 

 
 

Figure 2. Requirements in Smart Grid 

 

Confidentiality of smart grid means private data of user 

should not get accessed by unauthorised user while 

integrity includes that the data should not get modified 

and availability includes the service should be available as 

the main purpose or demand of smart grid is power 

service. 

CONFIDENTIALITY INTEGRITY AVAILABILITY

REQUIREMENTS

Eg.of attack:Eavesdropping Eg.of attack:Replay Eg.of attack:Denial of service
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III. SECURITY SOLUTIONS IN SMART GRID 

Wireless sensor  networks can be used for smart grid 

networks like for home area network and neighbourhood 

area network.Sensors used for different devices to know 

about various activities or events that can be happened 

inside network.Hence working of sensors also require 

proper attention and can be work properly to provide 

security.Sensor node also has some limitations like less 

memory ,small battery life. Also, as smart grid has various 

devices and networks it should work effectively.For this 

purpose there is a need to use proper cryptographic 

techniques which can  protect the network.There are 

various cryptographic techniques like PKI,Symmetric key 

cryptography and Identity based cryptography.Using these 

techniques the smart grid network can be protected from 

unauthorised accesses.Public key cryptography is 

technique in which digital certificates can be used and 

specific key can be used for perticular identity. This is the 

method which manages public keys and certificates using 

some specialised authorities called as CA(certificate 

authorities).Certificate authorities are the trusted people 

who can manages the keys properly.For big networks like 

smart grid PKI cannot be the proper method to use since 

in this technique two keys need to be managed which will 

increase the computation and  leads to delay.In symmetric 

key cryptography technique  similar keys can be used for 

both encryption and decryption.This technique can require 

less computations also has better performance.It has better 

computatinal efficiency than PKI.In identity based 

cryptography key calculated from identity.It does not 

requires any digital certificates like in PKI.It has private 

key generator and public parameter server.These are the 

main components in IBC,private key generator manages 

the private key where as public parameter server     

maintains public parameters and policy information. 

IV. LITERATURE SURVEY 

Anthony R. Metke and Randy L. Ekl.[2] discussed about 

securities in smart grid and found  that public key 

Infrastructure (PKI) is best for security purpose of smart 

grid. This method can be more secure and works 

efficiently than shared key. This method will provide the 

key management solution which is based on PKI. The 

main advantage of PKI is that it is best for large systems 

than the symmetric key. The authentication scheme in [4] 

uses id based technique for smart grid network. This 

method has minimum overhead and performs well also it 

can eliminate various attacks like replay attack, DOS 

attack etc. This method uses public-private key pair 

technique based on identity base cryptographic technique. 

Mostafa M. Fouda et al. [5] proposes a scheme which is 

based on Diffie-Hellman protocol also they used the hash 

based message authentication technique. It provide 

scalability also secure authentication. This scheme uses 

symmetric key technique which is not secure and 

vulnerable as security compromises it can lead to various 

attacks. Also this scheme leads to low latency and the 

communication overhead also less. Dapeng Wu and Chi 

Zhou [6] proposed a scheme which can combine the 

public and symmetric key approach, the security of this 

scheme is based on public key infrastructure .This scheme 

will provide the high security also it is efficient and 

scalable. As this technique uses PKI method, it has issues 

like managing keys and certificates due to this 

communication overhead will be increase also managing 

keys for large networks is a big concern because public 

and private keys can be managed for large network. 

Jinyue Xia and Yongge Wang [7] proposed scheme which 

can help in key distribution which uses symmetric 

cryptographic technique. Symmetric key approach can be 

vulnerable as same key shared between the networks. 

They proposed this scheme for efficient key distribution 

which is secure for the smart grid network. This scheme 

can provide secure communication also handle various 

attack like replay and man in the middle attack. Since it 

uses symmetric key approach there is no issues like 

managing certificate and high overhead as in PKI. 

 

V. AUTHENTICATION SCHEME FOR SMART  

GRID NETWORK USING ID-BASED  TECHNIQUE 

AND OVERALL ARCHITECHTURE  

Authentication is the process of verifying identity,using 

this the various attacks or maliciously accessing the 

private information of user can be elliminated. Authours 

[3] disscussed about the authentication.Authentication 

helps protection from different attacks hence using 

authentication schemes smart grid network can be 

protected. Authentication helps to achive security for 

smart grid network also it is necessary for any 

communication.There are various techniques for 

authentication like PKI(Public key cryptography), 

Symmetric key cryptography, IBC(Identity based 

cryptography).Public key cryptography technique in 

which different  key is used for encryption and decryption  

whereas Symmetric key cryptography is technique  which  

uses only one key for encryption and decryption.In 

Identity base cryptography encryption can be done using 

identity. 

The figure 3 shows the system architechture in which 

various layers of smart grid can be shown.The first layer  

is appliances nodes to HAN.This layer work on the zigbee 

protocol which works on the IEEE 802.15.4 standard 

which work for wireless LAN. Zigbee protocol is reliable 

and secure and allow devices to work for long time.It is 

suitable for the small coverage area for wireless network 

and work efficiently also it is less prone to failures and 

consumes less power.zigbee protocol follows the stack 

structure having physical and MAC layers. These layers 

follows IEEE 802.15.4 standard.The next layer is HAN to 

BAN which work on IEEE 802.11 standard which is used 

as wifi technology for wireless LAN.It has various 

advantages like low latency and low cost device etc.The 

main objective of this standard is to provede wireless 

connection to  various wireless devices or nodes. 
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Figure 3. System Architecture 

 

As shown in the Figure 3 various home appliances nodes 

can send packets to the HAN nodes in encrypted format, 

HAN node can decrypt those packets and send encrypted 

response to appliance nodes and authentication takes place 

between them similarly BAN nodes sends packets to 

NAN nodes in encrypted format, NAN node can decrypt 

those packets and send encrypted response to BAN nodes 

and authentication takes place between them. 

VI. CONCLUSION 

Smart grid is new technology and there is lot of work 

going on for security of smart grid. In this paper we 

describe about the conceptual design of smart grid, here 

we try to describe how the communication between 

different layers of smart grid will happen. As smart grid 

network has various layers and devices so proper 

authentication mechanism can be provided with proper 

cryptography technique for security point of view. Hence 

there is need for proper authentication mechanism for 

success of smart grid network. 
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