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Abstract: Use of mobile devices enabled with wireless 
communication has increased day by day. In today’s 
world, people have started using smart phones which are 
enabled with GPS, so that they can access various location 
based services. Users are continuously requesting LBS 
queries to location based server, putting their privacy in 
danger; so protecting location privacy has become 
important aspect. In this paper, we have proposed a 
scheme which protects user’s location privacy by 
generating cloaking region in distributed manner. Here, 
proposed schemes find user’s probabilities, who want to 
request query and; then users with high probability along 
with query issuer, are kept in cloaking region satisfying 
K- Anonymity. 
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I. INTRODUCTION 
 Recently, use of mobile devices enabled with 

wireless communication and variety of applications 
based on user’s location information has emerged. The 
latest social networking application such as Google, 
Facebook asks users to share their location information.  
User connects himself to internet. If he wants to enjoy 
applications, such as location based advertising 
application, finding person in certain location, finding 
nearest hospital or hotel or ATM, users’ needs to send 
query request to LBS server. Example, if George wants 
to find cancer hospital, he generates a query saying 
“where is nearest cancer hospital”. This time, he wants 
to share his latitude and longitude with server. So that, 
the server provides him accurate answer, what he is 
expecting. However in this case, user’s private 
information (disease) is in danger as well user’s privacy 
is in danger [2], as users location has been send to LBS 
server. In case, the server itself is adversary, he may 
cause danger to user’s life. Therefore, a mechanism for 
user’s privacy protection is required.  

 To deal with this major privacy concern, there are 
various centralized privacy-preserving schemes  
proposed for LBS [3, 4,5], users locations is blurred 
into spatial region by using a trusted third party  to 
achieve k-anonymity, i.e. a user is made 
undistinguished among all other K-1 users. The 
centralized    privacy preserving schemes have 
following shortcomings: firstly the centralized trusted 
third party can degrade performance by system bottle- 
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neck or   single     point    of failure. Secondly, the 
centralized third party has the complete knowledge of 
the location information and Queries of all users; so it 
may pose a serious privacy threat when the third party 
is attacked by adversaries. 

 There are various schemes, proposed by various 
authors to overcome problem of centralized system. In 
paper, [6] algorithm consist of various mobiles and 
stationary users which form peer to peer network which 
entertains Location-based services without exposing 
their exact location information. The algorithm 
suggests, that mobile users will form group before 
requesting to location-based server for any service. The 
region that covers the entire groups of peers is 
computed as the spatial cloaked area. But, this 
algorithm has drawback that it has higher 
communication overhead and gives poor quality of 
service. Even this algorithm, does not support privacy 
for continuous queries. 

 Most of the authors have focused on snapshot 
queries. Here, we are going to focus on continuous 
queries as well as centralized system drawbacks. We 
will be generating cloaking region in distributed 
manner, so that we can overcome problem of 
centralized system.  

Structure: This paper content is organized as 
follows: Section II presents Related Work; Section III 
presents proposed work which consists of system 
architecture and algorithm. Finally, we summarize in 
section V. 

 

II. RELATED WORK 
 There exist various schemes that create a cloaking 

area, where users are continuously requesting query. K-
anonymity concept is used to protect the user privacy. 
K –anonymity means information of all the users 
cannot be distinguished from at least k-1 other users. 

   Xian pan et al. [7] proposed ICliqueCloak 
algorithm, which creates cloaking region for user by 
constructing graph, when a clique is found in the graph 
by set of users. Here, all the users are covered by 
minimum bounding box. Larger, the cloaking region 
better is the location privacy. However, increase in size 
of the cloaking region may degrade the quality of 
service. This algorithm is appropriate only for small k 
value. 
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Yiming Wang et al. [8], address an issue of privacy 
for LBS with continuous queries with speed, cloaking 
location and direction. He proposed a solution to 
prevent inferences by cloaking speed and direction 
based on future estimated cloaking boxes. 

   G. Ghintia et al. [10] used Hilbert curve to convert 
user’s location into l-dimensional      coordinates. Then 
it forms chord and distributed hash table, which creates 
cloaking region. But, this scheme has some drawback 
that when user request continuous queries it does not 
guarantee that it will provide us with users privacy.    

  M. Gruteser et al. [11] proposed an algorithm 
which creates cloaking area based on Quad-tree 
satisfying k-anonymity. System suffers from 
performance degradation, due to bottleneck on the 
anonymizer side. Even the system can suffer from 
security problem, as whole data is centralized. 

  M. Mokbel et al. [12] proposed an algorithm which 
creates a cloaking area, by using the grid-based 
pyramid data structure. This cloaking algorithm 
consists of centralized system that is; they make use of 
anonymizer to hide identity of user. However, 
centralized system suffers from performance 
degradation due to the bottleneck and security problems 
of an anonymizer. 

  G. Ghintia et al. [13] proposed spatial and 
temporal cloaking method, to protect against velocity 
based linkage attack without any deterioration of 
quality of service. Velocity based linkage attack is 
nothing, but here attacker is able to find exact location 
of user, if he knows users maximum velocity. Attacker 
tries to correlate multiple cloaking regions at various 
timestamps. So attacker can pinpoint the accurate 
region of user. 

Advanced K-Anonymity Area (Advanced KAA) [9] 
and Grid-based Continuous Cloaking (GCC) [1] are 
other two schemes which consider the problem of 
achieving privacy, when users are continuously 
requesting queries. To support the continuous LBS, 
both schemes create a cloaking area which can protect 
the user’s privacy by considering the anonymity level 
of a generated cloaking area by using Entropy [1]. 
Entropy is amount of data required to find query issuer 
in generated cloaking region. Advanced KAA find 
minimal sized cloaking region by considering all the 
candidate area. Here, as LBS users increases, number of 
candidate area increases. Due to this, time required for 
generation of minimal sized cloaking area also 
increases. Whereas, GCC generates cloaking region by 
method called grid based cell expansion, so to reduce 
cloaking generation time i.e. processing time.  
Advanced KAA has high computational overhead than 
GCC. GCC reduces their computation overhead by 
using grid cell expansion.  

 However, both schemes suffer from following 
problems as they make use of the centralized system. 
First, because all communications with mobile users 
and computations are performed by an Anonymizer, 
there occurs performance degradation due to the 

bottleneck on the anonymizer side. Second, because all 
location information of users is stored in the 
anonymizer, there can be severe security threats when 
the anonymizer is attacked by an adversary. For 
example, a query like “Find nearest AIDS   clinic from 
my current location” is very sensitive for the query 
issuer. Especially, the information related to disease 
and debt among privacy information is very sensitive, 
it’s dangerous to send the user’s exact location 
information to the anonymizer. 

   To solve this problem, a cloaking scheme should 
generate cloaking area for continuous query in 
distributed manner.  

III. PROPOSED WORK 
         In this section, we will describe our proposed 

algorithm i.e. distributed cloaking algorithm, before 
that we will come to motivation and system 
architecture. 

A. Motivation: 

          Most of cloaking algorithm, we have studied 
supports continuous LBS queries, which are in 
centralized system manner. Centralized system has its 
own drawbacks.  As in centralized system, anonymizer 
is involved in every process such as generating cloaking 
region, communicating with mobile users for receiving 
query and sending answer to query. So anonymizer 
becomes bottleneck and which leads to performance 
degradation. As, when the number of  user’s increases 
and requesting LBS queries increases continuously, 
chances of anonymizer to be bottleneck increases. 
Other drawback is privacy concerns i.e. anonymizer 
itself can be attacker; or attacker can directly attack 
anonymizer to get required information as all data of 
users and cloaking region is stored there itself. 

         So to overcome above problem, we have 
proposed distributed cloaking algorithm. Here data will 
be distributed between participants and generation of 
cloaking region and calculating probabilities of users 
will be performed in distributed manner. Therefore, no 
system will be bottleneck, in turn; it will help to 
increase performance.  

B. System Architecture: 

        The system architecture consists of mobile 
users with ring topology, LBS server, Pseudonym 
service, authentication server, chord protocol.                       

        The authentication server stores information of 
mobile users to authenticate user. A mobile user is user, 
who wants to request query. A mobile user wanted to 
issue query need to request authorization to 
authorization server.  LBS server processes query and 
send answer back to user. Pseudonym server hides 
query issuers IP address. Mobile user’s forms peer to 
peer network of ring topology by using concept of 
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chord protocol [14, 15]. Hilbert curve is used to convert 
the mobile user’s location into Hilbert value. Mobile 
users in the network forms cluster, by using cluster 
formation method [16]. 

           Fig. 1 shows us how query is processed. 
Firstly query issuer is registered with authentication 
server. It requests user’s probability by contacting with 
representatives of that cluster node to find out which 
users can be involved in query processing. Next above 
process is repeated until it reaches K- anonymity 
concept. After that query issuer generates cloaking 
region and then sends query for further processing. The 
query with cloaking region is send to pseudonym 
service, where it hides IP address of query issuer and 
forwards query to the server. Now after receiving query 
LBS server, processes query generates appropriate 
answer and again send it to pseudonym service. 
Pseudonym service sends that answer to appropriate 
user by matching its IP address. 

 

 

Figure 1: System Architecture 

 

 

 

 

C. Distributed Cloaking Algorithm: 

Input: Location information of query issuer (Q), 
Anonymity degree (K), T (requested service time) 
Output: Cloaking area CA with satisfying K. 
 

1. At To, Q creates CA satisfying K value and       
sends probability to each user in CA. 

2. At Ti, Q receives updated locations of 
participants, and then it sets temporal cloaking 
area Cbound . 

3. Based on Cbound, Q searches both participants 
and new users, and then put new users in 
information table. 

4. If (users at Ti  , Ti-1  are same ) 
Set Cbound  as CA at Ti. 
Else 
Calculate probabilities of users in Cbound . 

5. Next Q selects aggregate nodes randomly   
from cluster and sends the information for 
calculating partial probability. 

6. Q aggregates all partial probability received 
from every aggregate node, finally gets user 
probability. 

7. Q expands CA and computes entropy   and 
anonymity level K’ of CA. 

8. If k’ > K-anonymity, the query issuer set this 
area as the CA and sends it for further 
processing. 

9. Finally, Q sends each user’s probability to 
corresponding user for later service time. 

10.  End of algorithm. 
 

The details of algorithm are as follows: Our 
algorithm is divided into two parts. First, we are finding 
cloaking region at time T0 .Second, part consist of 
finding cloaking region at time Ti in distributed manner. 
First, our algorithm will generate cloaking region at T0 
by expanding a rectangular region in 4 directions till it 
does not satisfy k-anonymity value. Now, at time Ti 
information of updated location of participant is given 
to query issuer. Query issuer selects aggregate node 
from each cluster. Cluster is nothing; but group of 
users, calculated by using cluster information method 
[16]. Each participant calculates its partial probability 
and sends it to aggregate node and then to query issuer. 
Now query issuer calculates entropy [1] and anonymity 
level [1], and then accordingly expand cloaking region. 
If k value at Ti is greater than, previous k value; then 
query issuer will set that area as cloaking, and will do 
further processing and terminate algorithm.  

IV. CONCLUSION 
          Use of mobile devices enabled with wireless 

communication has increased day by day. People have 
started using smart phones, which is enabled with GPS; 
so that they can access various locations based services. 
As users are continuously requesting LBS queries to 
Location based server, as made their privacy in danger. 
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Existing mechanisms has overcome problem but in 
centralized manner. The proposed system protects 
user’s location privacy by generating cloaking region in 
distributed manner. Also, it finds users probability 
those who want to request query. And then, users with 
high probability along with query issuer are kept in 
cloaking region satisfying K- Anonymity. 
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