
Privacy protection in personalized web search

by hybrid  personalization

Khushal Rathod
Department Of Information Technology

RMD Sinhgad School of Engineering
Pune, India

e-mail: khushalrathod172@gmail.com

Pratibha Chavan
Department Of Information Technology

RMD Sinhgad School of Engineering
Pune, India 

e-mail: pratibha.chavan@sinhgad.edu

Abstract— Personalized web services one of the main 
key for many applications like cloud computing, data 
mining etc.  Now a days, user can access the various 
queries in their cloud environment with respect to 
dimensions and   requirements. The users have to 
waste lots of time on the web finding the information 
they are interested   in. Today, the traditional search 
engines do not give users enough personalized help but 
provide the user with lots of irrelevant information. 
Rules-based personalization is primarily used to 
establish rules that determine what customers will see 
on the site . These rules are used in more ways than 
just content display. One of the limitation in rule-
based personalization is that this method you choose 
depends on the demands and constraints of your 
application. The collaborative filtering technique
solves the problem of personalizing at ease for an 
essentially unfamiliar user, avoid the problem of 
combination users in category to which they actually
don’t belong, and allows for unique combinations of 
tastes in one individual. One of the limitation in 
collaborative filtering is that this require a 
organization of data before it can build
recommendation, it has difficulty making 
recommendations for new items. Hence  my proposed 
work  addresses those limitation by  integrating 
collaborative filtering and rule-based techniques to 
provide personalized web search .

Keywords- collaborative filtering, rules-based 
personalized    web search.

I. INTRODUCTION

For a given query, a personalized Web search can provide 
different search results for different users or organize 
search results differently for each user, based upon their 
interests, preferences, and information needs. 
Personalized web search differs from generic web search, 
which returns identical research results to all users for 
identical queries, regardless of varied user interests and 
information needs. Most existing retrieval systems,

including the web search engines, suffer from the 
problem of one size of it all: the decision of which 
documents to return is made based only on the query, 
without consideration of a particular users preferences and 
search context. When a query (e.g. python) is ambiguous, 
the search results are inevitably mixed in content (e.g., 
containing documents on the snake and on the 
programming language), which is certainly non optimal 
for the user, who is burdened by the need to sift through 
the mixed results. Therefore, instead of relying solely on 
the query, which is usually just a few keywords, retrieval 
systems should exploit the users search context, which can 
reveal more about the users true information need. Indeed, 
contextual retrieval has been identified as a major 
challenge in information retrieval research. The web 
search engine has long become the most important portal
for ordinary people looking for useful information on the 
web. However, users might experience failure when 
search engines return irrelevant results that do not meet 
their real intentions. Such irrelevance is largely due to the 
enormous variety of users contexts and backgrounds, as 
well as the ambiguity of texts. Personalized web search 
(PWS) is a general category of search techniques aiming 
at providing better search results, which are tailored for 
individual user needs.

The rule-based personalization method I choose 
depends on the demands and constraints of your 
application. This is one of limitation in rule-based 
personalization. One of the limitation in collaborative 
filtering is that this requires a body of data before it can 
make recommendations, So, to address these limitation in 
into new method give me the motivation of integrating 
these method. So my problem statement state that so 
integrate the Rule-based personalization with collaborative 
filtering method for better  personalization  web search.

Despite the attractiveness of personalized search, there 
is no large-scale use of personalized search services 
currently. Personalized web search faces several 
challenges that retard its real-world large-scale 
applications: Privacy is an issue. Personalized web search, 
especially server-side implement, requires collecting and 
aggregating a lot of user information including query and 
click through history. A user profile can reveal a large 
amount of private user information, such as hobbies, 
vocation, income level, and political inclination, which is 
clearly a serious concern for  users . This could make 
many people nervous and feel afraid to use personalized 
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search engines. A personalized web search will be not well 
received until it handles the privacy problem well. It is 
really hard to  infer user information needs accurately.
Users are not static. They may randomly search for 

something which they are not interested in. They even 
search for other people sometimes. User search histories 
inevitably contain noise that is irrelevant or even harmful 
to current search. This may make personalization strategies 
unstable.

II. LITERATURE SURVEY

Previous works on profile-based PWS mainly focus on
improving the search utility. The basic idea of these works 
is to tailor the search results by referring to, often 
implicitly, a user profile that reveals an individual 
information goal. In the remainder of this section, we 
review the previous solutions to PWS on two aspects, 
namely the representation of profiles, and the measure of 
the effectiveness of personalization.[1].
For web search, explicit personalization methods rely on 
users indicating sets of topics of interest that are stored on 
a server or client. Implicit methods make use of 
information collected in the absence of user effort and 
awareness There have been several prior attempts on
personalizing Web search[2]
A comprehensive survey on personalized search can be 

found in . In the following sections, we will summarize 
previous personalized search strategies, including 
personalized search based on content analysis,
personalized search based on the hyperlink structure of 
the Web, and personalized search based on user group[3].
Different Web Mining Approaches
Web mining is the function of data mining techniques to 
the at ease makeup and   usage of Web assets. It is thus the 
nontrivial method of identify unfamiliar, and potentially 
Useful pattern in the huge amount of Web data. Three 
areas of Web mining are web at ease mining.

B. Semantic Web drawing out

Semantic Web drawing out is a series of semantic      
study of information assets and users' question by higher
acumen theory and technology, through removal its deep 
semantics, in order to fully and exactly express knowledge 
assets and user wants. similar to the Web mining, 
semantic-base Web mining can be separated into 
Semantic web content mining, Semantic Web makeup
mining and Semantic web usage mining category.

C   Semantic Web satisfied and formation Mining
In the web removal based semantic network, the  main
difference between at ease mining and arrangement
mining are almost nowhere to be found, so we refer to 
them together as the semantic  Web content and 
structure mining. Thus, the usual data mining can 
easily be transfer to the Semantic   web content.

D. Semantic network Usage removal

In the Semantic Web background, we can give clear 
semantics to user actions. On this foundation, we can 
find the users with the same concern, which provide
users with ontology-base Web tailored view to recover
the Web usage taking out results. Web site 
personalization is the method of customize the content 
and structure of a web site to the exact wants of each 
user taking benefit of users navigational actions The 
steps of a Web personalization method include (a) the 
set of Web data, (b) the model and labeling of these 
data (pre-processing phase) and(c) the resolve of the 
actions that should be perform.

III. PROPOSED ARCHITECTURE

The system architecture contains following structure.
The collaborative filtering method solve the setback of 

personalizing satisfied for an basically unfamiliar user, 
avoid the setback of alignment users in category to which 
they truly don’t belong, and allows for unique 
combinations of tastes in one individual. One of the 
limitation in collaborative filtering is that this require a 
stiff of information prior to it can make recommendations, 
it has difficulty making recommendations for new items.

The main objective is to implement the privacy 
protecting of PWS with collaborative filtering combine 
with rule based approaches. From the architecture 
diagram, user and admin login is basic one. In user login, 
authorized and unauthorized is differentiated with user id 
and password. If user id and password is correct means, 
login to authorized user profile, where profile is generated 
then, user’s query is validated with decision problem ( NP 
hard problem) where rule based prediction is applied with 
query and compare with data base. After decision output 
is  compared with user query problem and filtered with 
collaborative approaches to view the unique web search 
with db. After PWS problem avoided with running profile 
time than user off line time phase.

Advantages:
 It enhance the firmness of the look for quality
 It avoids the pointless revelation of the user 

summary
 Diminish the time executions from data base.

Provision must be made for environmental change which 
may affect either the computer or other parts of computer 
based system, such activity is normally called 
maintenance. It included both improvement of the system 
functions and the correction of the faults which arise 
during the operation of the system such activity is 
normally called maintenance. It included both 
improvement of the system functions and the correction of 
the faults which arise during the operation.
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Figure 1. Architecture of proposed system

. Maintenance activity may require the continuing 
involvement of a large proportion of computer department 
resources. Responsibility for the maintenance of a 
particular system must be allocated before any
requirement for change arises. The maintenance team 
should be allowed to influence the original design of the 
system programs in so far as if will aff
maintainability.
Personalized web services one of the main key for many 
applications like cloud computing, data mining etc.  Now 
a days, user can access the various queries in their cloud 
environment with respect to dimensions and  
requirements. The users have to waste lots of time on th
web finding the information they are interested  in. Today, 
the traditional search engines do not give users enough 
personalized help but provide the user with lots of 
irrelevant information.

IV. CONCLUSION
The client-side solitude protection structure

UPS for personalized web search. UPS could potentially 
be adopt by any PWS that capture user 
hierarchical categorization. The implementation the 
collaborative filtering and rule based classi
PWS with reduce the running profile time in real time 
application .The collaborative filtering and rule based 
classification in PWS with reduce the running
in real time application for better personalization

ACKNOWLEDGMENT

I would like to extend my gratitude to many people 
who helped me to bring this paper fruition. First I would 
like to thank my guide   Prof. Pratibha Chavan. I am so 
deeply grateful for her help, professionalism, and valuable 
guidance throughout this paper. I would also like to 
to my friends and college. This accomplishment would not 
have been possible without them.

Architecture of proposed system

the continuing 
involvement of a large proportion of computer department 

maintenance of a 
particular system must be allocated before any
requirement for change arises. The maintenance team 

original design of the 
programs in so far as if will affect their 

b services one of the main key for many 
applications like cloud computing, data mining etc.  Now 
a days, user can access the various queries in their cloud 
environment with respect to dimensions and  
requirements. The users have to waste lots of time on the 
web finding the information they are interested  in. Today, 
the traditional search engines do not give users enough 
personalized help but provide the user with lots of 

structure called 
web search. UPS could potentially 

user profile in a 
. The implementation the 

classification in 
le time in real time 

filtering and rule based 
cation in PWS with reduce the running profile time 

in real time application for better personalization.

I would like to extend my gratitude to many people 
fruition. First I would 

Pratibha Chavan. I am so 
deeply grateful for her help, professionalism, and valuable 
guidance throughout this paper. I would also like to thank 

. This accomplishment would not 

                                        REFERENCES

[1] Lidan Shou, He Bai, Ke Chen, and Gang 
Chen“Supporting Privacy Protection in Personalized
Search” ieee transactions on knowl
engineering, vol. 26, no. 2, february 2014.
[2] G. Chen, H. Bai, L. Shou, K. Chen, and Y. Gao, “Ups: 
EfficientPrivacy Protection in Personalized Web Search,” 
Proc. 34th Int’lACM SIGIR Conf. Research and 
Development in Information, pp. 615-
624, 2011.
[4] A. Viejo and J. Castell_a-Roca, “Using Social 
Networks to Distort Users’ Profiles Generated by Web 
Search Engines,” Computer Networks, vol. 54, no. 9, pp. 
1343-1357, 2010.
[4] A. Krause and E. Horvitz, “A Utility
Approach to Privacy in Online Services,” J. Artificial 
Intelligence Research, vol. 39, pp. 633
[5] Y. Xu, K. Wang, G. Yang, and A.W.
Anonymity for Personalized Web Services,” Proc. 18th 
ACM Conf. Information and Knowledge Management 
(CIKM), pp. 1497-1500, 2009.
[6] K. Ramanathan, J. Giraudi, and A. Gupta, “Creating 
Hierarchical User Profiles Using Wikipedia,” HP Labs, 
2008.
[7] X. Shen, B. Tan, and C. Zhai, “Privacy Protection in 
Personalized Search,” SIGIR Forum, vol. 41, no. 1, pp. 4
17, 2007.
[8] Z. Dou, R. Song, and J.-R. Wen, “A Large
Evaluation and Analysis of Personalized Search 
Strategies,” Proc. Int’l Conf. World Wide Web (WWW), 
pp. 581-590, 2007.

Lidan Shou, He Bai, Ke Chen, and Gang 
Supporting Privacy Protection in Personalized Web 

on knowledge and data 
engineering, vol. 26, no. 2, february 2014.

G. Chen, H. Bai, L. Shou, K. Chen, and Y. Gao, “Ups: 
EfficientPrivacy Protection in Personalized Web Search,” 
Proc. 34th Int’lACM SIGIR Conf. Research and 

-

Roca, “Using Social 
Users’ Profiles Generated by Web 

Networks, vol. 54, no. 9, pp. 

A. Krause and E. Horvitz, “A Utility-Theoretic 
in Online Services,” J. Artificial 

vol. 39, pp. 633-662, 2010.
Y. Xu, K. Wang, G. Yang, and A.W.-C. Fu, “Online 

Personalized Web Services,” Proc. 18th 
Knowledge Management 

K. Ramanathan, J. Giraudi, and A. Gupta, “Creating 
User Profiles Using Wikipedia,” HP Labs, 

X. Shen, B. Tan, and C. Zhai, “Privacy Protection in 
Search,” SIGIR Forum, vol. 41, no. 1, pp. 4-

R. Wen, “A Large-Scale 
Analysis of Personalized Search 

Wide Web (WWW), 

AVCOE, Sangamner iPGCON-2015 SPPU, Pune

24th & 25th March 2015 Fourth Post Graduate Conference Page 3 of 4



AVCOE, Sangamner iPGCON-2015 SPPU, Pune

24th & 25th March 2015 Fourth Post Graduate Conference Page 4 of 4


