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Abstract— In the security of network various attacks are 

roaming and some vulnerabilities are very difficult to 

handle. Even the researcher are working in the lab and say 

very little about it. To make a patch of such vulnerability is 

difficult and has high cost. Thus zero day attacks which are 

exploitable need to control on the network so as to secure the 

network assets.  In any day at least five thousands such 

vulnerability can be found.  Thus we propose a new level 

security metric as k- zero day safety. We are not only rank 

the vulnerability but also count such possibilities of 

vulnerability. This metric count the vulnerabilities which 

needs to compromise the network security also we are 

adding the reranking so that known vulnerability will get 
first. By applying such metric network can be secured. 

Keywords- Vulnerabilities, patch, exploit, k-zero day. 

I. INTRODUCTION 

Now a days if anybody wants to provide security to 
any network then it is needed to know the all configuration 
of the network. Vulnerabilities are not easy to find. 
Vulnerability is nothing but when any developer produces 
any software then there remain the flaw in that software. 
This flaws can be occur in the software when code still 
remain to write in the software. Some attacker may  use 
this flaws for their own use and can harm to the system or 
network.  

There are many ways where we can provide security to 
softwares like by using authentication, physical security 
then adding username and password to the system or 
software. But in all this scenarios the exploitable 
vulnerabilities cannot be tackled out. The reason behind 
such approach is that it is difficult to know that how the 
attacker is exploiting it for its own use. Thus to get the 
exact effectiveness of such thing is sometimes difficult.  

In such context the security should be provided in a 
such way that even if the vulnerability are available then it 
can be prevented or somehow it should be detected and 
blocked. The thing which can be tried may be difficult but 
instead of it can be done that without blocking it we can 
just find the how many such vulnerability can be possible 
in any given network. If the metric provide such count then 
it is possible to take next step against such services which 
can cause this destruction. 

The popularity is that generally dealing with the 
unknown vulnerability is difficult and very few work has 
done on such vulnerability also it can be say that this are 
unmeasurable[10]. 

The network can be secured sometimes by just making 
some configuration changes in the network by network 
administrator or owner of the system. This vulnerabilities 
are not quantifiable but detecting is possible. If the 
detection is possible then this flaws can be fixed so there 
will be no need of any metric. 

This paper proposes a new metric where it can count 
the possible vulnerability in the network. This system 
addresses the given issues. Instead of searching of 
configuration of the vulnerability that where, which and 
what type of vulnerability exist, we just count how many 
such vulnerability can be present in any given network. In 
such case it will find the how many such vulnerabilities are 
needed to compromise the network objects. 

The network consist of services which is needed for the 
processing of some applications, so such services only can 
cause the vulnerability. Thus we will model such metric 
which can lead to show that how many such services are 
available and can lead to become the vulnerable. The 
process will not only limit to this but we will get this type 
of services and provide the option of the network 
hardening. This will give the permission to the.  
administrator to whether to allow or not such services. 
Administrator even can block such services as per the need 
of the network configuration and security.  

Whenever the services are available then we will make 
the sequences of the services in such way that how the 
vulnerability can be exploited from the user to the root of 
the any network system. In the second approach we will 
consider in the case of special IP address are only available 
in the IPtables. Thus this consideration will also taken in 
the account. To develop an algorithm which leads to 
successfully distinguish and finds the count for any given 
network. Then blocking of the services and this rights 
would be given to the administrator of the corresponding 
network. 

 
 
 
 
 
 
 
 
 
 
 
             Fig.1 Example with host network  
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As shown in the figure it is necessary to first know the 
all the services working on the network and then start 
making the sequences of such services with respect to the 
host as provided. It is needed to draw the attack graph for 
the given services and the host through which we can get 
that how to make the sequences. As in the figure there are 
two services with three host, but as firewall is also working 
in between this host as the protector for the vulnerability. 
So when any attacker will attack of we have to consider 
the firewall as one of services or the blocker in the given 
network system.  

II. RELATED WORK. 

There are several metric available from the beginning 
of the zero day attack where some researcher invented 
some systems. In this Common Vulnerability Scoring 
System(CVSS) is the system which concentrate on know 
vulnerability[2]. It rerank the known vulnerability in the 
network. The recent one is Common Vulnerability 
Weakness System(CVWS) which says little about the 
vulnerability but does not say whole impact on the 
systems[3]. This generally assigning numbers to the 
vulnerability which are already know and present in 
database like National Vulnerability Database(NVD)[4].  

Cynical version of risk management says about 
discovering problem, explaining that why problem is 
arising and patch up problem and care about it will not 
come back[5]. It also says your firewall may block 
interesting number of vulnerability but its not real security 
metric. There are some quantified security metric but this 
are generally considered as weak hypothesis. The reason 
behind this is lack of validation and comparison between 
methods.   

In assessing risk of vulnerable component they have 
used attack graphs for dependable vulnerability[6][13]. 
Thus exploitation of vulnerability which are depend on 
each other can be minimized. But most of all it does work 
only on the known vulnerability not on the unknown 
vulnerability.  They started the way of finding sequences 
of attacks and get shortest and easiest way to find 
vulnerability. There are very few mechanism for 
compromising  network assets. 

After such work new metric was proposed named as 
Network Compromise Percentage Metric. This indicate the 
percentage of network assets can be compromised by 
attackers. The ranking of the attack graph indicate the 
states based on the portion which is occurring number of 
times. It checks probability of reaching to state in the 
network assets.  PageRank algorithm is used in such 
scenarios where it is needed to attacker should progress on 
the path randomly [7]. Some of them mentioned the 
average time required to compromise network assets but 
only problem occur when there are different types of 
vulnerability.  Recently it is found that security metric 
gives partial view of security then they proposed 
framework for grouping the metrics. CVSS shows the 
correlation between metrics and time required to 
compromise network assets.  This proposed work is new 
framework designed for the security metric. It includes the 
dependable vulnerability and finding the cyclic graph of 
attack. 

 

The empirical study about zero day attacks shows 
number of zero day attack occurring in the network in any 
given day. This can be based on the known vulnerability 
available in database. If such information can be find in 
this way then this information can easily be used in our 
approach for development and testing of metric. Thus if 
this is possible then we can easily get the value of  k from 
this empirical analysis together with our framework[8]. 

It has been seen that this network security metrics are 
also important in research studies. In this approach we 
apply such security metrics for services in the network. 
According to such network if we apply it on different 
services then it can easily find the services which can be 
vulnerable to system or network. It is found that this 
survey leads to exact differentiation between the services 
and gives way to find it through attack graphs. In case of 
the unknown vulnerability this approach can find the 
sequences of services and then can make the matrix of it. 
From this matrix we can find the services which can have 
vulnerability network.  

III. PROPOSED SYSTEM  

 
As it can be easily seen that previous some methods 

has flaws also we can say that they didn‟t provide 
complete solution of security metric for zero day attack 
vulnerability. In our approach after studying about the 
various scenarios and methods about making network free 
from such harmful vulnerability.  Thus this work shows 
each stepwise solution and different techniques. Now lets 
see each step in detail.  

A. Sequences of Services 

In this phase of the proposed work there is need to find 
out all the services active on the network. Here we will 
find that which services are acting on which host of the 
network. Once we get the services we will make its 
sequences for checking that on which host or services the 
vulnerability can be possible [9]. As shown in figure 2. this 
sequences can be make like first user will try to get access 
to host1 and then get access to the root of host1. 

 
 
 
 
 
 
 
 
 
 
 
 
              Fig.2  Sequences for host in network. 

 
It is under consideration that firewall is not active on 

the host1 as it gets privileges of host1. In the next step it 
will send same vulnerability on host2. Once this 
vulnerability goes to host2 then it will take control on root 
of host2. In this way it can take control on both the host by 
just spreading vulnerability. If we consider that firewall is 
active on such host then this vulnerability has to pass from  
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Fig.3  Proposed Architecture 
 
 
firewall. Once it go from firewall it will reach to host2 

and again it will take control on the root of the host2.  
Thus in this phase we will first make the sequences of 

such passing of the vulnerability from user to all other 
host. Sometimes we will consider default password for 
such host that could be the reason this zero day 
vulnerability get exploited. Thus the sequences to make it 
look better for next phase we will make sequences as 
follows. 

 The group of  hosts are { 0, 1 ,2, F } (F stands 
for Firewall) 

 The sequences relationship between them can 
be found like { (0, 1), (0, 2), (0, F), (1, 2),  
(2, F), (2, 0), (1, F), (2, 1) } 

 We can consider services active on this host 
are { http,  ssh,  IPtables,  Firewall }. 

 Privileges{ user, root }. 
 
In this way after making the sequences of services 

active on the network we can distinguish and find that 
where can be possibility of the zero day attack 
vulnerability.   

B. Modelling of Services 

In the modeling phase of this process we will model 
security metric such that which vulnerability of that service 
can be possible and making of sequence of this 
vulnerability. In our running example if we consider more 
service like http, ssh, IPtables and firewall then we can 
model those in following ways by making its matrix. It 
gives us on which path this vulnerability are possible.  

This all sequences lead to second host, thus we will 
make sequences as follows. 

1. (vhttp, 0, 1 ),  (vssh, 1, 2 ),  (vroot, 2, 2 ). 
2. (viptables, 0, 1 ),  (vssh, 1, 2 ),  (vroot, 2, 2 ). 
3. (viptables, 0, 1 ),  (vssh, 0, 1 ),  (vssh, 1, 2 ),  

(vroot, 2, 2 ).      
4. (vfirewall , 0, F ),  (vssh, 0, 2 ),  (vroot, 2, 2 ).      

 
As shown in above sequences now we are ready to 

define the k-zero day safety metric. If there are two zero  
 
 

day vulnerability of same service then we will count it as 
only one vulnerability to exploit[1]. But k-zero day can 
only be described when we apply it to the actual network. 
It is always taken care that even if there are two exploit 
then we will consider as one because solution for such 
vulnerability will be same.  Also from this scenario we can 
conclude that if there are multiple sequences then it leads 
to same asset in the network.  
 
Mathematical Model:  

Let A be the set of assets. A= { a1, a2, a3….an}, V is 
set of vulnerability, q is initial state and E0 is initial 
diversity. „k‟ is count for it. 

 
k = k0d(A) =  ∑ (k0d(a). v(a)) /  ∑ v(a), 
 
k0d(a) = min (k0d{ q∩E0, ⱷ): q€ seq(a)}) 
 
Effective Diversity=  k – kmin / kmax- kmin. 
 
In the above model A is set of assets and according to 

above formula we can calculate the number of zero day 
attacks i.e. „k‟ can be calculate. We need to sum all those 
vulnerability with their possibility v(a). As we need to find 
the effective diversity in case of the different network then 
we can do it by taking minimum value of k and sequences 
in it. Once we find kmin then it can be found in above 
shown formula of effective diversity. 
 

C. Computing 

In this phase we are going to calculate the value of k 
which is depend on vulnerability available in any network.  
In this method the minimal set of assets are to be find out 
and according to it we can find the different types of 
vulnerability even if they are unknown. In this we are 
going to consider the logic proposition for the assets and  
we will apply this logic to all assets in the network [9][11]. 

 
Algorithm for finding the value of k: 
 
Procedure: k0day() 
Input: Zero day attack graph G,  a set of assets with the 

 valuation function v() 
Output: An integer k. 
Method:  

Host 
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1.  For each asset a € A.. 
2. Let L be the logic proposition representing a. 
3. while at least one of the following is possible, do 
4.  If the pairs are matching then increment the count 

 else keep as it is. 
5. If the both services are same then do not count it. 
6.  Return the final count k. 
 
In this way we can find the value of k and then we can 

provide some solution according to privileges which 
administrator wants to give to user. 

After computing of the value of k we can make one 
more change in this scenario and that is we can assign the 
threshold value of k. This threshold value will shows how 
many such vulnerability can be possible in the network to 
compromise this assets. To determine the threshold value 
for such vulnerability the administrator has to decide that 
what is severity of such vulnerability which is occurring in 
the network.  If the vulnerability is too harmful then 
threshold should be high and if the vulnerability is not too 
much harmful then threshold can be low. Now this value 
will depend on how much network is important. If the 
network consist of high valuable data then threshold will 
be always high. Thus in the network hardening option will 
provide network administrator to set this threshold 
according to convenient to his network.  

Now its time to optimize in the path of finding 
sequences and what steps to perform after that. To make 
fast execution of such applications we need to get the 
shortest path from on host to other.  Hence to get the 
shortest path we can apply different algorithm to make 
path shorted which can help to increase k-zero day safety. 
Also this approach will decrease the complexity and space 
which require to store information of all this assets and 
vulnerability. 

D. Applying to network 

In this phase this metric will be applied to the actual 
network by using the option of network hardening. 
Network hardening means by making some configuration 
changes in network security we can actually prevent it 
from many vulnerabilities. In this network hardening 
options we can make configuration changes by making 
changes in software or hardware. We can disable the 
services which are not needed or can cause useless 
utilization thus by disabling it can make free from 
vulnerability.  We have applied concept of threshold 
because once the value of zero day attacks go beyond the 
threshold then it will be blocked by such network 
hardening options. This all privileges are given only to 
network administrator so that he can have control over 
whole network. Once this metric get applied to the 
network then without administrator permission it is 
difficult to attacker to spread such vulnerability over 
network. 

E. Count and Report generation 

Counting and report generation is important phase of 
this proposed work. In this phase based on sequences and 
modeling of the metric we can get the count of 
vulnerability. In report generation we actually get the 
number of vulnerability and from which user it has been 
exploited. Thus this method only can give us way to 
further take action against user which is trying to exploit 

vulnerability and spreading it on the corresponding 
network. This will help us to know which user should get 
blocked and according to it then administrator can make 
some configuration changes in the network so as to make 
network secure from such unknown vulnerability. Bur 
while deciding the vulnerability we will assign them a 
name and level of each vulnerability so that according to 
their own severity. From all this information we will get 
the count and report of vulnerability which can be used in 
next and final phase of network hardening.  

 

F. Block Users 

We have found that from all above the phases that from 
which user actually the vulnerabilities are spreading and 
which user is trying to exploit such vulnerability. To block 
users which are spreading vulnerability we are introducing 
the concept of network hardening. In this network 
hardening we will make some hardware changes or disable 
such services which cause exploitation of vulnerability and 
then we will block such services. Once we know that who 
is using this services then we can block such users also. 
Thus this phase give security from unknown vulnerability 
and network can be secure from all this vulnerability [12].  

Experimental Results in fig.3. which are provided 
shortly such that we have accept services which are active 
in the network. Suppose service 1 and service 2 are 
different then there is possibility of zero day attack. In 
such case we make it 1 in our matrix formation and if the 
service is same then we make it 1 but it is not countable. 
Also the services which cannot have zero day vulnerability 
such services we will make as 0. And finally we will count 
number of 1‟s in the matrix except diagonal element that 
will be our value of k which is count of vulnerability. We 
have excluded diagonal 1‟s because same service cannot 
have vulnerability for itself. 

 

CONCLUSION 

In this paper we have seen various approaches of 
exploitation of zero day vulnerability and also how to 
detect such vulnerability using graph. We have proposed 
algorithm to find sequences and model security metric for 
it. Using network hardening options in the network we can 
take care of such spreading vulnerability in the network. 
This method can be used to block the malicious users in 
the network. In this way we can secure network from such 
zero day attacks and  use this approach against it. 
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Fig.4 Calculating value of k.  
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