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Abstract— Due to the enormous increase in image database 
size as well as its vast deployment in various applications the 
need of Customer Relationship Management becomes a 
crucial part of today’s cutting edge technology. 
Online recommender systems are the ones that enable 
personalized service to users. The underlying techniques 
operate on privacy sensitive user data and these could be 
misused by the service provider. To protect user privacy, the 
proposed system would encrypt the data and generate 
recommendations dynamically by processing them under 
encryption. Service provider thus observes neither user 
preferences nor recommendations. The proposed approach 
aims at integrating data mining and decision making tightly, 
by formulating decision making problems directly on top of 
data mining results in a post processing step. 
In recommender systems, online services access the user’s 
profiles in order to generate useful recommendations. 
Depending on data collected from the users, it generates 
recommendation. Protecting the privacy of all the 
participants is an essential requirement of the basic 
Information Filtering architectures. Data protection systems 
provide security against malicious third parties, but fail to 
provide against the service provider. This produces a major 
privacy risk for the users. In this paper, aim is generating 
dynamic recommendations and protecting the confidential 
data of user against the service provider while protecting the 
functionality of the system. This system is efficient to 
generate dynamic recommendations in a privacy-preserving 
manner.
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I. INTRODUCTION

Recently, capabilities of generating and collecting data 
have increased rapidly. The enormous use of bar codes for 
most commercial products, business computerization,
government transactions, and  advances in data collection 
tools have provided huge data. Millions of databases have 
been used in business management, government 
administration, scientific and engineering data 
management, and many other applications. The proposed 
work presents a novel technique to extract actionable 
knowledge from decision trees. To illustrate the 
motivation behind this work, consider customer 
relationship management CRM in particular, 
telecommunications industry as an example. This industry 
is experiencing more competition in recent years. The 
battle is over their most valuable customers. With massive 

industry deregulation across the world, customers are
facing an ever-growing number of choices in 
telecommunications and financial services. Hence, an 
increasing number of customers are switching from one 
service provider to another. This phenomenon is called 
customer “churning” or “attrition,” which is a major 
problem and makes it hard for the companies to stay 
profitable. It should be noted that the number of such 
databases keeps growing rapidly because of availability of 
powerful and affordable database systems. Thus, the
explosive growth in data and databases has generated an 
urgent need for new techniques and tools that can 
intelligently and automatically transform the processed 
data into useful information and knowledge. 
Consequently, data mining has become a research area 
with increasing importance. People today are accessing 
online services for daily activities which involve sharing 
personal information with the service provider. Examples
of such online services are social networks, online 
shopping, IP-TV. In social networks, people get in touch 
with other people, create as well as share data which 
includes personal information, images and videos. These
contents can be accessed by service providers and they 
have the right to build up the collected data and issue 
them to third parties. Collaborative filtering techniques 
are used to generate recommendations in social networks, 
especially for finding groups, new friends and events. The 
techniques for generating recommendations for users 
strongly rely on the information gathered from users. Also 
in online shopping, to find services and products 
appropriate to a particular user, collected data similar to 
user preferences and click logs are processed by the 
service providers. It increases the possibility of a purchase 
by providing personalized suggestions to their customers.  
In web-based e-commerce activities, providers offer a 
large number of products or content items from which 
users are often enforced to choose. One of the most 
important challenges in web based activity, is matching 
consumers with most appropriate products which helps
them in decision making process. Modified 
recommendations for products that suit a user’s taste not 
only enhance user loyalty and satisfaction, but also 
increase conversions and profits for electronic retailers. 
Internet leaders are increasingly adopting product 
recommendation engine for personalized 
recommendation, like Amazon, Google, Netflix, Yahoo
etc. Recommender systems are flattering an extensive 
technology used to promote cross-selling. Collaborative 
filtering is the standard employed to offer users 
recommendations. Most collaborative filtering methods 
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require explicit user feedback, like ratings, and a known 
fact is that users rate only a small portion of all available 
products. Consequently, the rating system often acquires 
insufficient precise feedback which leading to falsified 
recommendations. 
Moreover, recommender systems are usually classified 
into the following category, based on how 
recommendations are made: 

1. Content-based recommendations: Here, the users 
would be recommended items similar to the ones 
they were preferred in the past.

2. Collaborative recommendations: In this 
technique, users will be recommended items that 
people with similar tastes and preferences liked 
in the past. 

3. Hybrid approaches: In Hybrid approaches, 
the collaborative and content-based methods are 
combined.

II. LITERATURE SURVEY

Polat used randomized perturbation (RP) technique that 
protects user privacy, to produce accurate
recommendations. The anonymous techniques allow users 
to reveal their personal information without disclosing 
their identities. But the major problem is there is no 
guarantee on the quality of the datasets. So he proposed a 
new scheme, where each user first disguises his/her 
personal data, and then sends to a central place. The data 
collector cannot derive the truthful information about a 
user’s private information [1]. Distributed method help
the users to enhance their profiles and protect them from 
an entrusted server, with minimum loss on the accuracy of 
the recommender systems. This addressed the problem of 
protecting the users’ privacy in the existence of an 
entrusted central server, where the server has direct access 
to users’ profiles. For avoiding the privacy risk, a
mechanism was proposed where users store an offline 
profile on their own side hidden from the server and an 
online profile on the server from which it generates the 
recommendations. Online profiles of different users are 
frequently synchronized with their offline versions in an 
independent and distributed way [2]. 

Erkin introduced Homomorphic encryption schemes 
and secure multiparty computation (MPC) techniques for 
privacy enhanced recommender system. Data packing and 
DGK cryptosystem reduce the overhead initiated by 
working in the encrypted domain as well as the 
complexity analysis is reduced significantly. Proposed 
system cannot be compared with previous system due to 
space issues [3]. The distributed generation of an RSA 
private key required by a Threshold Paillier 
Cryptosystems compared to simple independent partial 
private key generation possible with the ElGamal 
encryption algorithm, is much more complex. Here, the 
private key is a factorization secret in Paillier encryption 
whereas the distributed key generation is extremely 
inefficient whereas it is much more efficient in Elgamal
cryptosystems. In Paillier, each multiplication is 
performed modulo N2 where, N is the product of two 
large primes whereas in ElGamal, each multiplication is 
performed modulo p, a large prime. If N and p had same 
length, then multiplication in Paillier is more costly than 

ElGamal. The privacy sensitive data in private 
recommendations such as user preferences and similarity 
values between users were to be encrypted and generate 
recommendations by processing those data.
Homomorphic property permits us to realize linear 
operations in the encrypted data. Also, efficiency plays an 
important role in the success of cryptographic protocols. 
But due to enormous data, system becomes costly. MPC 
technique is used to keep everything secret which should 
not be disclosed to public, all parties can agree on this 
security policy. But the multiparty computation is time-
consuming as well as expensive. 

III. IMPLEMENTATION DETAILS

Current systems need active user participation which 
becomes privacy risk. Hence, to overcome this problem 
there is need to eliminate active user participation, using a 
semi trusted third party, that is the Privacy Service 
Provider (PSP), trusted to perform the assigned tasks 
properly, but not allowed to examine the private data. The 
Encryption and Decryption processes are done using 
additive Homomorphic encryption algorithm such as 
ElGamal. Users upload their encrypted data to the service 
provider and the recommendations are generated 
dynamically between the service provider and the PSP, 
without user interaction.

In CRM, focus would be on the output of decision tree 
algorithms and the input to post processing algorithms.  
The algorithms rely on probability estimation of the 
classification, such as the probability of being loyal. Such 
information is available from decision trees.

Input
Feedback, Software Viewed, References, Purchase 
amount, etc
Output
Loyal and Unloyal Customers Probability

DECISION TREE
Suppose that for a customer x, the attribute Attr has an 
original value u. To change its value to v, an action is 
needed. 

U is probability that we got…
V is what we expecting..!!
Therefore Action A is to be taken on customer so that he 
is   loyal, and Profit is also not affected..!!
This action A is denoted as A = (Attr, u--v)

Cost Matrix
The probability for each customer is calculated 
respectively. Then on this basis, customers are classified 
as Loyal or Unloyal. Actions are then taken for Unloyal
customers. For that, values like cost for action, destination 
probability and total profit have to be specified and 
accordingly the Net profit is calculated. For these 
calculations following formulas are used:

Firstly;
Probability= Destination probability-Customer probability
Then;
Net profit  = (total profit*(Probability))-cost of action
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Modules

Main Modules
 Customer(Users)
In this module customer can view different products, add 
products to cart. Customer can refer products to his/her 
friends. Here the system will generate static and dynamic 
recommendation according to the purchase of users.
 Support(Service Provider)
This module is main module of the system as it 
implements the decision tree. This module is responsible 
for generating Loyal/Unloyal Probability, which becomes 
input for the Admin module. The system will secure the 
user data from the service provider using Homomorphic
encryption.
 Admin(Privacy Service Provider)
Admin module is responsible for distributing the 
customers as Loyal/Unloyal based on the probability
generated from support module and performs action in 
order to retain the customers. Admin module determines 
the cost related to each action and the net profit associated 
with the action. Data will be visible to admin in decrypted 
format.

Module Specifications

A. Customer: 
Sub Modules
 Customer Registration
 Customer Login  
 View products                 
 Purchasing products
 Apply feedback - This module is used for customers 
        to send the feedback to the support team. 
 Search product - Product Name, Product Cost.

B. Support: This module is fully based on the Support 
team Vs Customer module. This module has provision to 
view all customer details and can view all feedback 
information. Support team can prepare the customer 
profile for all customers. This Customer profile specifies 
loyal and Unloyal customers.

Sub Modules

View Customer Details:
This module is used for support team to view information 
of all the customers. Customer information will be sorted 
in the database for future use.

View Feedback Information: 
This module is used for support team to view all feedback 
information from all customers. By using these customers 
feedback information, support team give suggestion to the 
admin.

Build Customer Profile:
This module is used for support team to build the 
customer profile. Support team can view information 
about the customer from the starting date to ending date as 
an input. This customer profile is used to divide the 
customer in loyal and unloyal.
Profit Calculation:

This profit calculation module is used by support team to 
construct profile for the customer regarding profit. Profit 
is calculated by giving some inputs like (duration of time, 
sending time, purchase etc...)

Listing Action Sets:
Support team can list all action sets, and suggestions will 
be send to the admin module regarding the action.

C. Administrator
The admin is the controller of the all modules. Admin has 
a full provision to view customers, Support team 
suggestions and action set. Admin can select the exact 
suggestion from the current customer, support team 
suggestion to increase customer in the management 
process and also apply particular action to increase 
accuracy 

Sub Modules

View Customer Feedback:
Admin can view all customer feedback information to get 
and set the exact action for the customer.

View Support team Suggestions:
Admin can view all support team suggestions. This 
support team’s suggestions are used to get the exact 
suggestion for increasing the customer profile and make 
customer status to loyal.

View Action Set:
Admin can view all action sets, these action set is made 
from the support team for the customer.

Selecting Action Set:
Admin can select the exact action based on the support 
team suggestion and the customer feedback.

Apply Actions:
This module is used to apply the selected action to 
increase loyal customers.

Add New Products/View Graphical Reports 
This module helps administrator to see performance of the 
product, and Loyal and Unloyal customer by graphical 
representation.

Features Of The System

 View Products
 User Feedback System 
 Generate Loyal/Unloyal Customers Probability 
        (Implementing decision tree).
 Generate static and dynamic recommendations
 Graphical Reports 

3.1 Construction of the encrypted database: 
Before constructing database, system is computing the 
similarities between particular user and all other user. This 
similarity stored in vector V. To construct the encrypted 
database, the users encrypt their data before sending them 
to the service provider using ElGamal algorithm. 
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3.2 Generating recommendations: 

To generate recommendations, two inputs are needed 
from each user: the densely rated vector to compute the 
similarity values between users, and the partly rated 
vector to generate recommendations.

Fig. 1 System Architecture

The vectors are highly privacy-sensitive and thus, they 
will be stored in the encrypted form by the service 
provider. Service provider does not have the decryption 
key, thus preventing it from accessing the users’ private 
data.  

To generate recommendations, the service provider and 
the PSP run a cryptographic protocol without interacting 
with the users. These recommendations can be generated 
in a privacy-preserving way during the idle time of the 
service provider and the PSP even before any user asks 
for recommendations. Thus, users will receive 
recommendations soon after user's request without any 
delays.

The recommendation will get generated in two modes 
namely static and dynamic.

Static recommendation: In this type, the recommendations 
will get generated according to the product only,
regardless of user purchases. Consider user 1 purchased 
the software X, then system defines the recommended 
product Y for the product X.

Dynamic recommendation: Here, the system generate 
recommendations according to products purchased by 
users. In this case consider five users purchased the 
product X. Out of five three will purchase product Y 
along with product X and remaining two purchased 
product Z. So on the basis of maximum frequency, the 
system will recommend the product Y for the product X 
for the new users. 

3.3 Mathematical Model:

Steps in RSA Algorithm: 

The RSA algorithm involves three steps: key generation, 
encryption and decryption.

 KEY GENERATION: 

RSA involves a public key and a private key. The public 
key can be known by everyone and is used for encrypting 
messages. Messages encrypted with the public key can 
only be decrypted in a reasonable amount of time using 
the private key. The keys for the RSA algorithm are 
generated the following way: 

1. Choose two distinct prime numbers p and q. 
For security purposes, the integer p and q should be 

chosen at random, and should be of similar bit-length. 
Prime integers can be efficiently found using a primarily 
test. 
2. Compute n = pq. 
n is used as the modulus for both the public and private 

keys. Its length, usually expressed in bits, is the key 
length. 
3. Compute � (n) = � (p) � (q) = (p - 1) (q - 1), where � 
is Euler's totient function.
4. Choose an integer e such that 1 < e < � (n) and gcd(e, 
�(n)) = 1; i.e. e and �(n) are co-prime. 
e is released as the public key exponent.

5. Determine d as d-1 = e (mod �(n)), i.e., d is the 
multiplicative inverse of e (modulo �(n)). 

• This is more clearly stated as solve for d given d· e � 1 
(mod � (n)) 
• This is often computed using the extended Euclidean 
algorithm. 
• d is kept as the private key exponent. 

In this Key Generation concept the above steps are 
followed. In Step1, 2 distinct prime numbers are choosed, 
and “PRIMALITY  TESTING” is performed to check 
whether they are Prime numbers or not.

ElGamal Algorithm:
   
• The key generator 
• The encryption algorithm 
• The decryption algorithm.

Alice chooses 

i) A large prime pA (say 200 to 300 digits),
ii) A primitive element αA modulo pA,
iii) A (possibly random) integer dA with 2 ≤ dA ≤ pA –2

Alice computes

iv) βA ≡ αA dA (mod pA).
Alice’s public key is (pA, αA, βA). 
Her private key is dA. 
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Bob encrypts a short message M (M < pA) and sends it to 
Alice like this:
i) Bob chooses a random integer k (which he keeps 
secret).
ii) Bob computes r ≡ αA k (mod pA) and t ≡ βA kM (mod 
pA), and then discards k.
Bob sends his encrypted message (r, t) to Alice. When 
Alice receives the encrypted message (r, t), she decrypts 
(using her private key dA) by computing tr−dA.

Note tr−dA ≡ βA kM (αA k )−dA (mod pA)
≡ (αA dA)kM (αA

S)−dA (mod pA)
≡ M (mod pA)

Even if Eve intercepts the ciphertext (r, t) she cannot 
perform the calculation above because she doesn’t know 
dA. βA ≡ αA dA (mod pA), so dA ≡ LαA(βA) Eve can find dA

if she can compute a discrete log in the large prime 
modulus pA, presumably a computation that is too difficult 
to be practical.

IV. CONCLUSIONS

The main stay of the proposed system is generating 
recommendations dynamically. The secondary aim is 
protecting the users privacy. Proposed system is 
protecting the privacy of the users against the service 
provider through Homomorphic encryption based on 
ElGamal scheme. As compared to the existing private 
recommendation system which uses Paillier techniques, 
this system is secure, and generates dynamic 
recommendations. This system makes it possible for 
servers to collect private data from users without 
compromising user’s privacy requirements.
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