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Abstract—Cloud computing is one of the most important 

emerging technology which is purely based on Internet 

where quality services are provided to users including 

data, software and storage, on remote servers. Cloud 

computing provides the ease for creating and storing data 

at remote servers and thus utilizes the client resource to 

the minimum level. Cloud storage services avoids the cost 

expenses on software, personnel maintains and provides 

better performance, less storage cost and scalability using 

internet.  But in spite of this benefit, there is the risk of 

data security and privacy vulnerabilities. Cloud storage 

service users may not trust service provider and do not 

want them to see the plain text of data. In this paper, we 

propose a system which is based on data encryption using 

aggregate key. It will hide the plain text from the cloud 

storage service provider and provides confidentiality to 

user data. The main advantage of this scheme is that single 

aggregate key is used to decrypt multiple files encrypted 

with multiple secrete keys. 
 

Index Terms— Cloud storage, data sharing, privacy and security, 

key-aggregate encryption  

I. INTRODUCTION  

Cloud storage is emerging as a very popular storage 

solution. Organizations are outsourcing data for storage 

purpose so that strategic management of corporate data will be 

easy. Cloud storage is a core technology behind many online 

services for personal applications also. There are many services 

where we can apply for free accounts for email, photo album 

and file sharing and/or remote access, with limited free storage 

size (or a few dollars for 1TB). By using internet and wireless 

services, users can access almost all of their data by a mobile 

phone in any corner of the world, Aravindhu [6]. A traditional 

way to ensure data privacy is to rely on the server to enforce 

the access control after authentication. But it may lead to any 

unexpected privilege escalation and expose all data. In a multi-

tenancy cloud computing environment, things are even worse 

than this. Data from different clients may be hosted on separate 

virtual machines (VMs) but reside on a common physical 

machine, C Chu et al. [1]. Data in a target VM can be easily 

stolen by instantiating another VM which will co-reside with 

the target VM, C. Wang et al. [10].  There are a series of 

cryptographic schemes which allow a third-party auditor to 

check the availability of files on behalf of the data owner. 

These schemes do not leak anything about the data, C. Wang et 

al.  [3], or do not compromise the data owner’s anonymity, B. 

Wang et al. [2]. Likewise, cloud storage service users generally 

do not hold the strong belief that the cloud server is doing a 

good job in terms of confidentiality of their data. Therefore a 

cryptographic solution with proven security relied on number-

theoretic assumptions is more desirable. This can assure the 

confidentiality of data, whenever the user is not perfectly 

happy with trusting the security of the VM or the honesty of 

the technical staff. These users can encrypt their data with their 

own private keys before uploading them to the cloud storage. 

Data sharing, C. Wang, et al. [4] is the most important property 

of cloud storage service. For example, if bloggers want their 

friends to view a subset of their private pictures or an 

enterprise want to share access to a portion of sensitive data to 

employees. It is very challenging to effectively share encrypted 

data partially. It is very obvious that users can download the 

encrypted data from the cloud storage, decrypt them and then 

send them to receiver, but it will lose the main value of cloud 

storage. Data owner should be able to delegate the access rights 

of the partial data to other users so that they can directly access 

these partial data from the server. In this way, finding an 

efficient and secure way to share partial data in cloud storage is 

not trivial. 

II. RELATED WORK 

Cryptographic key assignment schemes, et al. [9] try to reduce 

the expense in storing and managing large number of secret 

keys for general cryptographic use. With the help of tree 

structure, a key for a given branch can be used to derive the 

keys of its descendant nodes (but not the other way round). 

Just granting the parent key implicitly grants all the keys of its 

descendant nodes. In a system of tree hierarchy of symmetric 

keys, there are repeated evaluations of pseudorandom 

function/block-cipher on a fixed secret. The concept can be 

generalized from a tree to a graph. More advanced 
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cryptographic key assignment schemes support access policy 

that can be modeled by an acyclic graph or a cyclic graph, J. 

Benaloh et al. [7]. Most of these schemes produce keys for 

symmetric-key cryptosystems, even though the key 

derivations may require modular arithmetic as used in public- 

key cryptosystems, which are generally more expensive than 

“symmetric-key operations” such as pseudorandom function.  

 
(a) 

 
(b) 

Fig. 1. Keys for a fixed hierarchy 

 

Tree structure is taken as an example. Owner can first classify 

the cipher text classes according to their subjects like Figure 1. 

Each node in the tree represents a secret key, while the leaf 

nodes represent the keys for individual cipher text classes. 

Filled circles represent the keys for the classes to be delegated 

and circles circumvented by dotted lines represent the keys to 

be granted. Note that every key of the non-leaf node can 

derive the keys of its descendant nodes. In Figure 1(a), if 

owner wants to share all the files in the “personal” category, 

she only needs to grant the key for the node “personal”, which 

automatically grants the receiver the keys of all the descendant 

nodes (“photo”, “music”). This is the ideal case, where most 

classes to be shared belong to the same branch and thus a 

parent key of them is sufficient. However, it is still difficult 

for general cases. As shown in Figure 1(b), if shares her demo 

music at work (“work”-“casual”-“demo” and “work”-

“confidential”-“demo”) with a colleague who also has the 

rights to see some of her personal data, what she can do is to 

give more keys, which leads to an increase in the total key 

size. One can see that this approach is not flexible when the 

classifications are more complex and she wants to share 

different sets of files to different people. For this receiver in 

the example, the number of granted secret keys becomes the 

same as the number of classes. In general, hierarchical 

approaches can solve the problem partially if one intends to 

share all files under a certain branch in the hierarchy. On 

average, the number of keys increases with the number of 

branches. It is unlikely to come up with a hierarchy that can 

save the number of total keys to be granted for all individuals 

(which can access a different set of leaf-nodes) 

simultaneously. 

 Motivated by the same problem of supporting 

flexible hierarchy in decryption power delegation (but in 

symmetric-key setting), Benaloh et al. [7] presented an 

encryption scheme which is originally proposed for concisely 

transmitting large number of keys in broadcast scenario. Its 

key derivation process is described here briefly for a concrete 

description of what are the desirable properties they want to 

achieve. This approach achieves similar properties and 

performances as in given schemes. However, it is designed for 

the symmetric-key setting instead. The encryptor needs to get 

the corresponding secret keys to encrypt data, which is not 

suitable for many applications. Since their method is used to 

generate a secret value rather than a pair of public/secret keys, 

it is unclear how to apply this idea for public-key encryption 

scheme. Finally, note that there are schemes which try to 

reduce the key size for achieving authentication in symmetric-

key encryption. However, sharing of decryption power is not a 

concern in these schemes. 

 Chow et al. [8] explains a type of public-key 

encryption in which the public-key of a user can be set as an 

identity-string of the user (e.g., an email address). There is a 

trusted party called private key generator (PKG) in IBE which 

holds a master-secret key and issues a secret key to each user 

with respect to the user identity. The user who encrypts the 

files can make use of a public parameter and a user identity to 

encrypt a message. This cipher text can be decrypted by 

recipient using his secret key. In case of Identity Based 

Encryption, there is a constraint on key aggregation in the 

sense that all keys to be aggregated must come from different 

“identity divisions”. While there are an exponential number of 

identities and thus secret keys, only a polynomial number of 

them can be aggregated. Most importantly, their key-

aggregation comes at the expense of O(n) sizes for both cipher 

texts and the public parameter. Here n is the number of secret 

keys which can be aggregated into a constant size one. This 

increases the costs of storing and transmitting cipher texts 

greatly. This is impractical in many situations such as cloud 

storage service, Y Tong et. al [5]. 

III. OWN CONTRIBUTIONS 

In this paper, we study how to keep size of the decryption 

key constant while it should be able to decrypt the multiple 

numbers of files. We design an efficient private-key encryption 

scheme such that we can generate an aggregate key for selected 

multiple files. All these selected files can be decrypted by 

using that single constant size aggregate key which is 

generated by the owner of the master-secret key. We solve this 
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problem by introducing a special type of symmetric-key 

encryption which we call dynamic key-aggregate cryptosystem 

(DKAC). In DKAC, users encrypt a message by using session 

ID, file ID, user ID, and timestamp. That means the cipher text 

files are further categorized into different collection. 

 

 
Fig. 2. File Sharing with Aggregate Key 

The key owner holds a master-secret key, which can be used to 

extract secret keys for different collections. More importantly, 

the extracted key have can be an aggregate key which is as 

compact as a secret key for a single class, but aggregates the 

power of many such keys, i.e., the decryption power for any 

subset of cipher text collection. With our solution, Alice can 

simply send Bob a single aggregate key via a secure e-mail. 

Bob can download the encrypted files from Alice’s cloud 

storage space and then use this aggregate key to decrypt these 

encrypted files. The scenario is depicted in Figure 2.The size of 

cipher text can be changed with respect to plain text but the 

size of private-key, master-secret key and aggregate key in our 

DKAC schemes are all of constant size. Previous results may 

achieve a similar property featuring a constant-size decryption 

key, but the collections need to conform to some pre-defined 

hierarchical relationship. We have removed this constraint so 

flexibly that, no special relation is required between the 

collections.  

IV. DYNAMIC KEY-AGGREGATE ENCRYPTION (DKAE) 

We will explain the concept of key aggregate encryption. 

Then we describe how to apply key aggregate encryption in 

cloud storage.  

A. KAE Concept  

A key-aggregate encryption scheme consists of five sub-

algorithms as follows. The data owner generates a cloud 

storage account Setup and generates a public/master-secret3 

key pair via KeyGen. Messages can be encrypted via Encrypt 

by anyone. The data owner can use the master-secret to 

generate an aggregate decryption key for a set of cipher text 

classes via Extract. The generated keys can be passed to 

receiver securely. Finally, any user with an aggregate key can 

decrypt any cipher text provided that the cipher text’s class is 

contained in the aggregate key via Decrypt.  

1. Setup(1; n): executed by the data owner to setup an 

account on an untrusted server. On input a security level 

parameter 1 and the number of cipher text classes n (i.e., class 

index should be an integer bounded by 1 and n), it outputs the 

public system parameter param, which is omitted from the 

input of the other algorithms for brevity.  

2. KeyGen: executed by the data owner to randomly 

generate a public/master-secret key pair (pk; msk).  

3. Encrypt(pk; i;m): executed by anyone who wants to 

encrypt data. On input a public-key pk, an index i denoting the 

cipher text class, and a message m, it outputs a cipher text C. 

4. Extract(msk; S): executed by the data owner for 

delegating the decrypting power for a certain set of cipher text 

classes to a receiver. On input the master secret key msk and a 

set S of indices corresponding to different classes, it outputs 

the aggregate key for set S denoted by KS.  

5. Decrypt(KS; S; i; C): executed by a receiver who 

received an aggregate key KS generated by Extract. On input 

KS, the set S, an index i denoting the cipher text class the 

cipher text C belongs to, and C, it outputs the decrypted result 

m if i Ԑ S.  

B. Sharing Encrypted Data  

The key aggregation property is especially useful because it 

makes the access delegation to be efficient and flexible. These 

schemes allow a content provider to share his data in a 

confidential and selective way, with a fixed and small cipher 

text expansion, by distributing to each authorized user a single 

and small aggregate key. We describe the main idea of data 

sharing in cloud storage using KAC which is illustrated in 

Figure 2. Suppose Alice wants to share her data m1, m2… mv 

on the server. She first performs Setup (1; n) to get param and 

execute KeyGen to get the public/master-secret key pair (pk; 

msk). The system parameter param and public-key pk can be 

made public and master-secret key msk should be kept secret 

by Alice. Anyone can then encrypt each mi by Ci = Encrypt 

(pk; i; mi). Encrypted data are uploaded to the cloud storage. 

People who cooperate with Alice can update Alice’s data on 

the server with param and pk. When Alice is willing to share a 

set S of her data with a friend Bob then she can compute the 

aggregate key KS for Bob by performing Extract (msk; S). 

Here KS is just a constant size key and it is easy to be sent to 

Bob via a secure e-mail. Bob can download the data he is 

authorized to access after obtaining the aggregate key. That is, 

for each i Ԑ S, Bob downloads Ci from the server. With the 

aggregate key KS, Bob can decrypt each Ci by Decrypt(KS; S; 

i; Ci) for each i Ԑ S. 

V. PERFORMANCE OF PROPOSED SYSTEM  

Encryption can be done in constant time, while 

decryption can be done in O(|S|) group multiplications (or 

point addition on elliptic curves) with 2 pairing operations, 
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where S is the set of cipher text collections decryptable by the 

granted aggregate key and |S|<=n. As expected, key extraction 

requires O(|S|) group multiplications as well, which seems 

unavoidable.  

Fig.3 . Number of granted keys required  

 

However, as demonstrated by the experiment results 

Figure 3, we do not need to set a very high n to have better 

compression than the tree-based approach. Note that group 

multiplication is a very fast operation.  

The timings reported below are averaged over 100 randomized 

runs. In our experiment, we take the number of cipher text 

collections n = 2^16 = 65536. The Setup algorithm, while 

outputting (2n + 1) elements by doing (2n - 2) 

exponentiations, can be made efficient by pre-processing, 

which saves time for exponentiating the same element (g) in 

the long run. In particular, we did not exploit the fact that 

e^(g1; gn) will be exponentiated many times across different 

encryptions. However, we pre-computed its value in the setup 

stage, such that the encryption can be done without computing 

any pairing.  

 

TABLE I Performance of our basic construction for h = 16 

r 0.1 0.2 0.3 0.4 0.5  0.6 0.7 0.8 0.95 

Setup      10    

Extract 2.5 4.5 5.5 7.5 8.5  9.5 10 10.5 11.5 

Decrypt 5 7 9 12.5 14  15 16.5 18 20 

 

Our experiment results are shown in Table I. The execution 

times of Setup, KeyGen, Encrypt are independent of the 

delegation ratio r. In our experiments, KeyGen takes 3.3 

milliseconds and Encrypt takes 6.8 milliseconds. As expected, 

the running time complexities of Extract and Decrypt increase 

linearly with the delegation ratio r (which determines the size 

of the delegated set S). Our timing results also conform to 

what can be seen from the equation in Extract and Decrypt are 

two pairing operations that take negligible time and the 

running time of Decrypt is roughly a double of Extract. Note 

that our experiments dealt with up to 65536 number of 

collections (which is also the compression factor), and should 

be large enough for fine-grained data sharing in most 

situations. Thus we saved expensive secure storage without 

the hassle of managing a hierarchy of delegation collections. 

VI. CONCLUSION 

The above stated results declare that DKAC has much more 

advantages when compared to the performance of many other 

algorithms. DKAC can be marked as an excellent encryption 

algorithm since no weak points about the algorithm hasn’t been 

revealed so far. The performance of the simple AES algorithm 

is much poor when compared to other algorithms since it is 

demanding much processing time and power and number of 

different secrete keys. However, in the case of partial 

information sharing, users must be able to delegate access 

rights for only selected files on the cloud to other users and key 

size should be independent on the cipher text size. DKAC is 

the best scheme which fulfills all these requirements. 

REFERENCES 

[1] Cheng-Kang Chu, Sherman S. M. Chow, Wen-Guey Tzeng, 
Jianying Zhou, and Robert H. Deng, "Key-Aggregate 
Cryptosystem for Scalable Data Sharing in Cloud Storage" in 
IEEE Transactions on Parallel and Distributed Systems, 2014, 
Vol. 25, Issue: 2, pp.468 – 477. 

[2] B. Wang, S. S. M. Chow, M. Li, and H. Li, “Storing Shared 
Data on the Cloud via Security-Mediator,” in International 
Conference on Distributed Computing Systems - ICDCS 2013. 
IEEE, 2013, vol. 12, no. 3, pp-124-133. 

[3] C. Wang, S. S. M. Chow, Q. Wang, K. Ren, and W. Lou, 
“Privacy- Preserving Public Auditing for Secure Cloud 
Storage,” IEEE Trans. Computers, 2013, vol. 62, no. 2, pp. 362–
375. 

[4] Cong Wang, "Toward Secure and Dependable Storage Services 
in Cloud Computing," in IEEE Transactions on Services 
Computing, Vol. 5, Issue 2, pp. 220-232. 

[5] Yue Tong ,"Cloud-Assisted Mobile-Access of Health Data With 
Privacy and Auditability," IEEE Journal of Biomedical and 
Health Informatics, 2014, vol. 18, Issue 2, pp.419-429. 

[6] N. Aravindhu, G. Venkatesan and S. Anandhanayagie, "Data 
Sharing in Cloud Using Hybrid Cryptosystem," International 
Journal of Advanced Research in Computer Science & 
Technology, 2014, Vol. 2 Issue 1, pp. 79-81. 

[7] J. Benaloh, M. Chase, E. Horvitz, and K. Lauter, “Patient 

Controlled Encryption: Ensuring Privacy of Electronic Medical 

Records,” in Proceedings of ACM Workshop on Cloud 

Computing Security (CCSW ’09). ACM, 2009, pp. 103–114. 

[8] S. S. M. Chow, Y. Dodis, Y. Rouselakis, and B. Waters, 

“Practical Leakage-Resilient Identity-Based Encryption from 

Simple Assumptions,” in ACM Conference on Computer and 

Communications Security, 2010, pp. 152–161. 

[9] G. Ateniese, A. D. Santis, A. L. Ferrara, and B. Masucci, 
“Provably-Secure Time-Bound Hierarchical Key Assignment 
Schemes,” J. Cryptology, 2012, vol. 25, no. 2, pp. 243–270. 

[10]  L. Hardesty, “Secure computers aren’t so secure,” MIT press, 
2009, http://www.physorg.com/news176107396.html. 

 

AVCOE, Sangamner iPGCON-2015 SPPU, Pune

24th & 25th March 2015 Fourth Post Graduate Conference Page 4 of 4


