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Abstract—Security Wireless sensor Network is emerged as a 

prevailing technology in future. Securing sensor network poses a 

variety of problem. We provide privacy to event tracking and 

integrity data gathered by the sensor node. It is subject tracking 

and monitoring, in which the monitored subject often need 

protection. We hide source node from various adversary. They 

are relevant in several of the scenarios related to that application, 

such as tracking endangered species, patient monitoring and 

battlefield surveillance. We are more difficult to adequately 

address the source node privacy. Security is becoming one of the 

major issues in sensor network  that it’s protected source node 

from DOS attacks, malicious node, faulty node ,black hole attack, 

eavesdropping and compromise attacks. It drops few packets 

forwarding through it. For node privacy we generate more fake 

event packets to difficult it hard for an adversary to trace back to 

the source node, while investigating the privacy performance of 

routing protocol. SPENA technique has proven flexible, 

reliability and capable of protecting the source node under 

attacks environment. Our Proposed schemes are very efficient in 

accuracy, confidentiality energy consumption, and have very low 

latency and high message delivery ratio. 

Keyword—Wireless sensor network privacy, Source location 

privacy, attacks, performance optimization. 

I .INTRODUCTION 

Sensor networks have limited storage, computing power, 

and energy supply. The nodes are organized into a wireless 

sensor network and deployed into an area in which they need 

to detect certain phenomenon[1].sensor network can be 

categorized in as source nodes, intermediate nodes and sink 

nodes depending upon the functionality worked by them. 

Source node is that node which originates the transmission of 

some kind of information as a reaction to some event 

occurring in its sensor network range. The intermediate nodes 

function as data forwarders in a multi hop communication 

network; sink gathers the sensed data from the entire neighbor 

node for final processing. Content of packet is being sent over 

the sensor network. Content privacy threats arise due to the 

ability to the adversary to observe and manipulate content 

packets. Content privacy focuses on amongst others, providing 

integrity, freshness, non-repudiation and confidentiality of the 

message exchange in A WSN [2]. 

WSN security expert, they explains the challenges with the 

diagram, that many security application developers are still 

concerned if WSN can actually be secured considering that 

messages can be intercepted based on what was sent, whom it 

was sent to, when the message was sent and where the 

message was sent from and to. Researcher is also considering 

the level of integrity of the system in terms of the actions of 

the intruders to insert, delete and change the information that 

was sent. Another issue is known how accurate the final 

message will be in the presence of denial of attack on your 

network [15]. 

 

 
                    Figure 1: Sensor Network security 

 

Sensor nodes use wireless transmissions, which are out in 

the open and could be overheard in the communication 

network. Without precaution a faulty entity overhearing 

packet transmission could trace back the packet to the source. 

It considered mission-critical military application or a simple 

environment application, any information leakage factor, such 

as event location or time. It could be prove beneficial to an 

adversary. It is costly to sensor network goal. Hence privacy 

of the monitored event holds importance, which in terms 

providing privacy to source nodes. Source node security is 

mainly compromised by the contextual data of a packet, and 

not by the actual content of the information. A significant 

amount of work guided towards using some form of 

simulating the source or using a random walk has been 

performed to guarantee source privacy. Our studies so far only 

consider eavesdropping adversaries, while a malicious 

adversary that could easily compromise nodes is not 

considered part of the thread model. They consider a strong 

thread model, in which the adversary is compromises nodes, 

while eavesdropping over the communication network. 

SPENA model is maintaining source node privacy under 

eavesdropping and compromise attacks. We are working in a 

single path routing as well as flooding based approach [3]. 
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II.  ATTACKS AND THEIR CLASSIFICATION 

To secure wireless sensor network, it has to satisfy all the 

security properties like accuracy, integrity as a major 

parameter and minor parameter like as an energy 

consumption, throughput, packet delivery ratio, normalized 

routing load. 

A.  Adversary Attacks 

An adversary, which is a malicious entity, the 

classification criterion for the adversary behaviour 

classification is whether an adversary is categorized active and 

passive adversary. Adversary can drop number of packets in 

transmission time. The Adversary active attack is comprised 

injecting false packet into the dropping actual packet network 

traffic or jamming the network .a passive adversary is only 

capable of observing the network traffic [1, 3]. 

B. Black hole Attack 

A black hole attack is an active attack in which a 

compromised node consumes all the packet data of the 

network. A black hole node falsely replies to all the route 

request packets during the route setup to the destination. Once 

it receives the packets, it drops all of them leading to loss of 

information during transmission time. A cooperative black 

hole attack consists of many such compromised nodes that 

work together and cause serious damage to the whole network 

[4].  

C. Malicious Activity 

Some of the attacks caused by the malicious nodes are 

Black hole attack, wormhole attack, hello flood attack, gray-

hole attack, denial of service. Malicious nodes are reducing 

network performance in packet transmission processes. 

Malicious node is called as faulty and false node. It is drop all 

packets in transmission time. In malicious situation, it is 

occurred link failure, packet collision in packet transmission 

time [5, 12].  

D. Eavesdropping 

The eavesdropping in this mode is passive in nature and 

can listen to the packet being transmitted over a large area in 

the network. The eavesdropping can overhear or intercept 

message with this passive attack, but the adversary cannot 

decode them. Eavesdropping (malicious nodes) actively grab 

the data via sending queries to transmitters (receiver) by 

disguising themselves as friendly nodes [3, 13].  

E. Compromise attacks 

Adversary can use a compromised node to influence the 

protocol or to detect other node Compromise active attacks 

happen in network simulation to catch different node identity. 

We deploy fake node for to confuse for adversary and 

compromise attacks. Compromise node is performing 

malicious activity after it’s affected. Encrypt techniques is 

used for to protect compromise node [2, 3]. 

III. SOLUTION FOR PROVIDING SOURCE LOCATION 

PRIVACY. 

A. Fake Node and Dummy packets 

In this first technique uses fake source with that node 

sending fake event packets to confuse the adversary. Fake 

event is basically a dummy message that message is created 

by another node than a source location. Fake node is sent 

message request at real node to capture their credential 

information. Sometime adversary does not know which real 

packet to follow. Fake source node is injecting fake message 

into network and thus diffuse the source of message. We are 

using flooding protocol to generate more fake packet in 

network. Fake node has been created fake node identity and 

packet does not mention any source and destination identity. 

We are randomly transmitted any direction in sensor area. 

content privacy threats generate due to the ability of the 

adversary to observe and manipulate the content of packet 

being sent over the wireless sensor  network .It is efficiently 

create fake source and define the optimal message generation 

rate. Flooding technique is energy consuming and there is the 

possibility of adversary backtracking to the source node. Real 

node can use cryptography technique for source location 

privacy [1, 3, 6]. 

 
Figure 2: Fake node and packet 

 

IV. LITERATURE SERVEY 

Earlier papers are describing to provide source node 
privacy using various approaches is discussed below. 

Existing techniques in sensor networks use random walk 

path or generate fake packets to make it can hard for an  

adversary to identify back to the source node [3].It present a 

scheme for hiding source information using cryptographic data 

hiding techniques incurring lower overhead. The packets are 

modified by dynamically selected nodes to make it difficult 

for a malicious entity to trace back the real packet to a source 

node and prevent packet spoofing attacks. They provide a 

method for the Sink to recover damage packets and identify 

the location of the compromised node location. The adversary 

model considers a local eavesdropper having the ability to 

compromise sensor nodes.  

In SLP (source location privacy) [7] model are 

complicated by the nature that the sensor nodes generally 

consist of low cost and low power radio devices. They 

proposed criteria to quantitatively measure source node 

information leakage factor in routing based SLP protection 

schemes for WSN. They are identified vulnerabilities of some 

well-known SLP protection schemes. We propose a scheme to 

provide SLP through routing to a randomly selected 
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intermediate node and a network mixing ring .Security 

analysis, based on the proposed criteria; author shows that the 

proposed scheme can provide excellent SLP.  

Sensor networks may be categorized broadly into content 

privacy and context privacy. Context based privacy protection 

in WSN aims to hide the location information of the sensor 

nodes. Content privacy means to protect data on network. 

Aparna Gurjar et.al [2] is proposes a source location privacy 

scheme for WSN through cluster based Anonymization. The 

scheme hides the real node identities during communication, 

by replacing them with fake identities generated by the cluster 

heads. The degree of privacy of WSN is evaluating using 

entropy based method. 

Pandurang Kamat et.al [5], they explain a formal model for 

the source node privacy to solve problem in sensor networks 

and examines the privacy characteristics of different sensor 

routing protocols: Class of flooding protocols and the class of 

routing protocols involving a single path from the source to 

the base station. While investigating the privacy performance 

of routing protocols, they are considered the tradeoffs between 

location privacy, accuracy and energy consumption. We 

devised new techniques to enhance source location privacy 

that augment these routing protocols. One of our strategies, a 

technique we refer phantom routing. They has proven flexible, 

integrity and capable of protecting the source’s location, while 

not incurring a noticeable increase in energy overhead. 

In this paper, Mohamed M.E.A. Mahmoud et.al [6] they 

develop a realistic adversary model, assuming that the 

adversary can monitor the network traffic pattern in multiple 

areas, rather than the entire network or only one area. They 

define a hotspot phenomenon that causes an obvious 

inconsistency in the network traffic pattern due to the large 

volume of packets originating from a small location. A novel 

attack is called as Hotspot Locating where the adversary uses 

traffic analysis techniques to locate hotspots [11]. They 

propose a cloud based scheme for efficiently protecting source 

nodes privacy against Hotspot Locating attack by creating a 

cloud with an irregular shape of fake traffic, to counteract the 

inconsistency in the traffic pattern and camouflage the source 

node in the nodes forming the cloud. 

Basel Alomair et.al [8] is describing a new framework for 

modeling, analyzing, and evaluating anonymity in sensor 

network. They introduce the notion of interval 

indistinguishability and provide a quantitative measure to 

model anonymity in WSN. They maps source anonymity to 

the statistical problem of binary hypothesis testing with 

nuisance parameter. Analyze existing solution for designing 

anonymous sensor network using that model.  

V.PROPOSED SCHEME 

In this proposed work, we are being by describing the sensor 

network SPENA model. We are improving SPENA model 

under disaster condition. Finally we are compare in between 

DSR attack affected environment and SDSR using SPENA 

approach [3]. 

 

Figure 3: Provide security using SPENA approach 

A. Attack affected simulation  using DSR protocol.  

In sensor network environment, we set to be 

eavesdropping and compromise node for this simulation. We 

are using DSR protocol to create attacks affected simulation 

on that. It presents the new faulty timer to our timer queue. In 

forwarding attacks, eavesdropping active nodes behaves like 

black hole and may refuse to forward certain message and 

simply drop them, ensuring that they are not propagated any 

further. All attacks are dropped number of packet in 

simulation and reduce their network performance. Adversaries 

are directly involved in this process and capture their real data. 

B. Modified SPENA Model 

SPENA can be used with a single path routing or a 

flooding based routing method. Our aim to maintain source 

privacy under eavesdropping, black hole, misbehaving activity 

and node compromise attacks. The adversary has access to 

data packets in communication, try at the compromised node. 

Fake packet generation does difficult to consider in terms of 

SPENA. We present the implementation and working of 

SPENA in a sample network. We are used that (SPENA) 

concept to identified attack in network simulation. In this 

techniques in sensor networks use random walk path or 

generate fake event packet to make it hard for an adversary to 

trace back to the source. It is used source ID and destination 

ID to identify nearest valid node in network simulation. We 

are detected and ignored malicious node, faulty node activity 

in simulation environment. We are decrease packet drop ratio 

and improve network performance. 

C. Compare In between DSR and SDSR 

We are comparing in between DSR and SDSR protocol. 

We will deploy number of attacks in simulation and increase 

network performance using SPENA approach. We are mainly 

focused on accuracy, integrity and confidentiality as major 

parameter.  We are also work on to improve average energy 

consumption, throughput, packet drop ratio and Normalized 

Routing Load as a minor parameter. We build performance 

metric using that parameter.  
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VI. SIMULATION RESULT 

      The simulation was done in area of 1000 x1000 meters, in 
which the sensor nodes where randomly deployed. We are 
using DSR (dynamic source routing) and CBR traffic pattern 
protocol for simulation network. The number of affected node 
was determined every time by varying the number of WSN 
nodes i.e. for 50,100,150,200 and 250 nodes and is show in 
figure. They are set mobility speed as a 2 m/s, simulation time 
as a 100s, Transmission Packet Rate Time as a 10 m/s, and 
pause time as a 1.0s.These simulation were carried out in ns-2 
on red hat Linux system. We are implemented SPENA 
security model using DSR protocol. We compare DSR with 
SPENA fake event packet generation. It presents the overhead 
incurred in fake packet generation compared to SPENA. We 
consider different number of fake packet generating node, 
with the number ranging from 20% to 60% of all nodes. We 
are using reliable MAC protocol 802.11 in network, the 
probability of collisions decreases considerably. For packet 
transmission we are used UDP for simulation. 
 

0

5

10

15

20

50 100 150 200 250

A
v
e

r
a

g
e
 T

h
r
o

u
g
h

p
u

t 

Throughput 

DSR

SPENA

 
Figure 4: Average Throughput 

In above graph, it is showing that performance of 

throughput is increases as compared to DSR routing protocol 

due to the SPENA secure nature of SDSR protocol. This 

protocol complete outperformance the existing methods of 

WSN.  
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Figure 5: Average Energy Consumption 

Energy efficiency is most vital task of any WSN. Most 

protocols and methods presented on WSN are targeted to 

improve the efficiency of energy. Above graph is showing, for 

every network scenario SPENA is having less energy 

consumption as compared to DSR attack affected protocol.  
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 Figure 6: Packet Delivery Ratio 

Delay and Routing load are complement to each other, if 

PDR is more, delay is less. Above two graphs are showing 

results for end to end delay and packet delivery ratio. In both 

cases, DSR is having poor performance as compared to 

SPENA. We are improving confidentiality to reduce packet 

loss ratio. 

 

0

2

4

6

8

10

50 100 150 200 250

R
o

u
ti

n
g 

lo
ad

Normalized Routing Load %

DSR

SPENA

 
Figure 7: Normalized Routing Load 

Minimizing the network congestion was another aim of 

SPENA, above graph showing is due to secure nature of 

SPENA routing load is very less as compared to DSR attack 

affected, and this allows other performance parameters should 

increase performances.  

VI.CONCLUSION 

Source privacy of the sensor node generating the event is 

important thing, as we can give away the event occurrence 

location. It considers a malicious node, eavesdropping 

adversary and refrains from providing source privacy solutions 

to an intrusive node compromise attack with eavesdropping. 

We first create attack affected simulation environment using 

DSR protocol. We are added different attack as a faulty node, 

black hole, compromise attack in implementation process. 

Second, we are using SPENA model try to overcome attack 

affected simulation and improve their network performance. 

Our simulation results to show that our proposed scheme 

improves the network privacy by establishing a secure route 

which has maximum reliability. Simulation result 

demonstrates that the proposed scheme can achieve better 

performance in average energy consumption, throughput, 

packet delivery ratio, Normalized Routing Load. Finally, we 

analyze our (DSR) protocol under different attack scenarios 

and evaluate its efficiency and capacity in terms of overhead 

when compared to existing model. 
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