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Abstract— User of smartphone for surfing and browsing 

information internet is increasing and popular. Smartphones 

are embedded with inbuilt location aware system known as 

GPS. For using GPS user have to register and share his all 

private information to the LBS server. While firing some 

query to server also sends some privacy information along 

with that query. LBS server stores this privacy information 

in database at server side. But this is not a confidential way 

to share our private information at sever. Malicious users 

may misuse this information. This clustering method hides 

user location from LBS server and avoid sharing of privacy 

information with server. Here we are not going to change the 

architecture of LBS server.  

Keywords-component; Mobile networks, location-based 

services, location privacy, Bayesian inference attacks, epidemic 

models. 

I. INTRODUCTION 

Billions of people’s uses smartphones for internet and 
location services. Smartphones are integrated with a 
technology known as GPS (Global Positioning System) 
technology Which is capable of providing location aware 
positioning services.LBS has a variety of applications that 
can be offered to organizations such as government, 
emergency services, commercial and industrial 
organizations for example, breaking news, traffic 
information, tracking. LBS offer services to all different 
organizations such as military, government, emergency 
services and industrial organizations. Some of these 
applications applied: 

 
A. Traffic coordination and management 
        Uses the past and up to date positional data to identify 
the traffic jams while in the same time offer an alternative 
route to the user to avoid this jam and get to his destination 
in the fastest time. In San Diego they use SMS notify users 
of the condition of the traffic on highways. 
 
B. Shopping 
       If a user enters the parameter of a mall and for 
example set his/her status into the shopping mode, it is 
possible for the sale departments to send promotional 
coupons to users and provide a better services and 
marketing to their products. 
 
C. LBS games and entertainment 
       For example, treasure hunting games where the 
players compete to recover the missing treasure. The 
missing treasure is not real but it is placed in a physical 
location.  

By observing the players it can be possible to determine 
the treasure is found by which player. Moreover, it is 
possible to change the treasure into another type of game. 
 
D. News to your location 
       It is possible to deliver the breaking news to the user 
and keep him updated for a specific issue irrelevant of his 
location using his handheld device. This can be done using 
the TV streaming services or SMS. However, these 
services require a very fast data transfer connection to 
work properly. 

 
 
 GPS (Global Positioning System) is responsible for 

tracking user’s current location in terms of latitude and 
longitude and send it to LBS server. Then LBS server 
provides services requested by user. Smartphones are also 
embedded with Wi-Fi system which establishes near field 
communication in small area network. GPS system is work 
on the basis of Wi-Fi other Data facilities. Location aware 
devices are those devices which are capable of tracking 
location in static or active manner. Now navigation 
systems are also provided along with positioning which are 
very helpful while driving. For surveying of location it 
communicate with local wireless devices.  
 

Problem arises when user fires any query. These 
queries are flying in network. At server side query 
possesses some location information of user. Server does 
not allow user to access the services until user get 
registered at server. After registration server can able 
access all information about user. Server may access user’s 
private information. One can misuse our private 
information to blackmail us. For example Lisa is using 
GPS services and she is on picnic right now. One can use 
this information and can try to robbery at her living place. 
Misuse of this information may arises the diversion on 
religion, public beliefs and political affair. This may be 
panic or harmful to the user.  

 
Owner of LBS server can sold out this information for 

daily soap advertisements. So we cannot be as trusty about 
LBS server for this information. Privacy of user may be 
access by third party. Therefore it is important to avoid 
sharing of private information from LBS server.  
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I. EXISTING SYSTEM 

 

 
 

Figure 1.  Architecture of existing system. 

 
Above figure shows working of Existing system. In 

which all users are used to connect with central LBS server 
for Location based services. Following are some existing 
systems. 

 

A. Green GPS system: 

The service provided by GreenGPS is similar to a 

regular map application, such as Google maps or 

MapQuest. Google maps and MapQuest provide the 

shortest or fastest routes between two points, whereas 

GreenGPS computes the most fuel-efficient route. 

Individuals who want to compute the most fuel-efficient 

route between two points enter the source and destination 

address via the interface provided by GreenGPS. 

Members of GreenGPS can register their vehicles that 

were used for data collection. Hence, GreenGPS can 

compute the route specifically for the registered vehicle. 

 

It is an approximation based method used for giving 

guidance to driver or traveler about fuel consumption 

along with navigation and requirements along with 

distance measurement. Green GPS has two databases. One 

is OSM database Which monitors the navigation data and 

respective street location points in XML type. Another is 

car\driver information recorder database. It provides GUI 

at front end to user where all information is being 

displayed. Inductions are provided by user depending on 

that routes are displayed. Geo decoder converts these 

routes into longitude and latitude. This method is very 

useful to guess easily fuel consumption along with 

navigation distance. 

 

 
 

Figure 2. Green GPS architecture.[9] 

 

 

B. Traditional LBS Approach 

In traditional approach user sends request to server as 

shown in figure 3. For that user must connect to range 

antenna first. Then user query is get submitted to Server 

using data packet of internet. Query fired by user carries 

location of user. Server stores all information of user. It is 

not confidential to share all information to server. 

This information is less secure at server. And user has 

no option to avoid this. 

 

 
 

Figure 3. Traditional LBS approach. 
 

C. Deanonymizing the mobility traces. 

This uses de-anonymised methods to easily defeat user 

location traces. It is a better way because it generates 

social network graph of user location. 
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Figure 4. Mobility Traces.[11] 

 

It also generate contact graph by identifying meetings 

of structural user and anonymised user. A user may be 

identified by meets graph and social network graph. 

 

II. PROPOSED SYSTEM 

Main aim of our proposed system is to hide location 

and private information of user from LBS server. First 

user will connect to server and will share his all details 

like location information and device information with 

LBS server. To protect their information remaining users 

do not connect with the LBS server. Instead of that other 

users will receive services from user 1. And user 1 will be 

act like LBS server to other users.    

 

 
 

Figure 5. Proposed System Architecture. 

There will be local communication in between user 1 and 

user 2 without sharing of private information. So that 

private information will not be transferred to the untrusted 

server. Hiding user2 from the server minimizes the 

revealed user information and thus maximizes privacy. 

A. LBS Server module:  

LBS server provides location based information to the 

registered user which is present in particular region. But 

for getting these information from server user must be 

share his private information to the server. Server stores 

all information about user. Then is returns the result for 

user requested query. 

 

B. User 1 Module:  

The very first user in system must share his private 

information to the LBS server. It will firstly select the 

region at which user wants to search the location, after 

that he will request server by sending a location based 

query. After connection with LBS server this User will 

Act as a server for upcoming users in same region. 

 

 
 

Figure 6. Block diagram of proposed framework. 

 

C. User 2 module:  

The second upcoming user will request for a location 

by fetching location based query along with the region. 

Then he will directly get connected to the first user 

instead of getting connected with LBS Server. The user1 

and user2 will form a local request reply network. There is 

no need to share private information about user 2 to user 

1. Hence here privacy of all upcoming users will get 

preserved. 
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Here this application will work as a browser and will 

accept the query and process the query as per the 

proposed system. Previous Existing System do not detect 

the local observers; can be called as malicious user, who 

can attack the first user(i.e. User1) connected to LBS 

server. Hence to protect the first user it is necessary to 

check the behavior of every next user which will connect 

to main user. In proposed system User1 detects malicious 

user and block the services for that user. Following steps 

explain the working of   proposed system.  

 

Working of System: 

 

Steps: 

1.  User1 registers itself to the LBS server. 

2.  LBS server stores the personal information of 

User1. 

3.  User1 sends Region Information to LBS server. 

4.  User1 request for a location. 

5.  Server processes user 1 location query and 

returns results. 

6. User2 come into same region as that of user1. 

7. User1 sends location request. 

8. User1 receives user2 request. 

9. Local communication is establish between user1 

and user 2. 

10. User1 sends request of user2 towards LBS 

server. 

11. LBS server send reply to user1. 

12. User1 sends result to User2. 

13. Same process followed by all users in same 

region. 

14. Malicious user send request to User1 in 

continuous manner and tries to interrupt the 

services of user 1. 

15. User1 detects malicious user and block the 

services for that user.  

 

III. MATHEMATICAL MODEL 

     The performance of system depends on various 

parameters, such as the rate of contacts and the level of 

collaboration between users, the rate of LBS query 

generation, etc. Following set theory shows mathematical 

formulation used in proposed system : 

                                 D={Q,C,E,B,P,}   

Q={q0,q1,q2,q3} 

                                 C={ q0,c1,c2q1}  

                                 E={q1,e1,q2}  

                                 B={q2,b1,q3}      

                                 P={q3,p1,q4}   

 q0,q1,q2,q3,q4 represent the I/O query of each 

process. 

 C represents User modules  that includes c1 is 

enter the region and c2 is enter query . 

 E represents friend node connection where e1= 

allowing connection from node to compromised 

node. 

 B represents the query forwarding process where 

q2 is  a location appended query by compromised 

node and q3 is response from LBS. 

 P represents the post-response forwarding process 

q3 is response from LBS to compromised node 

and q4 is response to original node. 

 

IV. EXPECTED RESULTS 

The proposed system is implemented with respect to 

following expected results . Initially all users which are 

going to communicate are in same region. The main user 

which is connected to LBS server and receives the query 

requests is User1(i.e. Listener) and next user who will 

request the services from Listener  is User2(i.e. Receiver). 

 

          
 

Figure 7.  User1 and User2 get  connected 

 

After successful connection User2(i.e. Receiver) sends 

query regarding his search. When User1(i.e. Listener) 

receives query then it will generate list of results  and send 

to the User2 as shown in figure. For this location based 

query result User 2 need not to connect with LBS server 

directly. That is local communication between these two 

users. So the privacy of User2 is preserved. 

 

        
 

Figure 8. User2 send query and User 1 provide search results without  

any direct connection between user2 and LBS server. 
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CONCLUSION 

Here come to conclude that traditional way to use the 

location aware system is not secure and it can be very 

harmful to the user’s privacy. To overcome this, proposed 

the new framework in which need not to change the 

architecture of the LBS server. Also it hides the user 

specific data from the server by using the mobile crowd. 
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